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Dear Colleagues,

Herewith, we proudly present to you the Proceedings of the 13th International ITA
Workshop that took placon June6 , 2008, in Krak: - w, Pol and.

The | eading theme of t-duppsrtedycellaboratisn akdoflexible h o p v
working perceived as vehicles for stimulating local development, supporting
entrepreneurship and building a fully inclusive mmh@tion Society. We saw a number of

very interesting presentations that encompassed various topics, from virtual teams and
collaboration, to HRM practices related taverk and related changes in a workplace, to
flexicurity and regional initiatives. Theslic us si ons we had did not c
as such, since there is no more phenomenon of teléwmdny of us (much more than the

official statistics show) do actually undertake some professional activities while away from

the office. Neither did tb discussions conceravwrk, because it also has become a norm:

even more of us use computers, PDAs or Blackberrys for delivering everyday results. A
major challenge today is, though, to find the way how we can merge distance er multi
location work not oly with appropriate information and communications technologies, but

also with the right methods that do not negatively influence other spheres of our lives, so as

to build truly flexible working models. The models which encompass flexibility in terms of

time and place of work, contractual agreements, or collaborative principles. The models

t hat do not constrain i nrde avliidsuaatl isodbn oapnpdo r &
strategies, and which, at the same time, do guarantee social security, entregireneuri
freedom, and sustainable development of local communities. The models which, last but

not least, leverage human capital to collaboratively and smartly work towards better results.

We would like to thank all authors for their quality contributions, dhplaaticipants for the
valuable time we spent together. We hope that the papers compiled within the Proceedings
will be stimulating in their contents and conclusions, and will contribute to strengthening of
fruitful research collaboration among ITA menther

Adam Turowiec
| TW62008 Organising Committee
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Web Tools for Geo-spatial Data
Management in Czech living Lab

Petr HORAK, Karel CHARVAT?, Martin VLK?
Wi relessinfo, Cholinsk§ 1048/19, 784
horak@wirelessinfo.cz
“Czech Centre for Science and Society,Radlicka 28, Praha
ccss@ccess.cz
®Help forest, Slovanska 21, Sumperk, Czech Republic
mavlk@helpforest.

Abstract: New methods of research and development are currently oriented mainly
on enduser irvolvement into this process. Living Labs establishment is one of the
activities supported the collaborative environment and research focused on users'
needs. The first Living Lab in Czech Republic and only one till now is Living Lab
WIRELESSINFO, which igocused on research and development fordga work

and geedata sharing in the Internet. This technology development is based on the
principles of collaboration environment, open web services, user involvement,
technology platform development andckrtralized data sources.

1. Introduction

The central idea behind open innovation is that in a world of widely distributed knowledge,
companies cannot afford to rely entirely on their own research but should instead buy or
license processes or inventions fromhest companies.Living Lab is a research
methodology for sensing, prototyping, validating and refining complex solutions in
multiple and evolving real life contexts. A camfiation of that is visible inmutual
cooperation among the individual partners (oftery heterogeneous) within the living lab.
Another important idea of Living Lals to focus on the users and their involvement in the
process of submissions and the development of new technologies.

2. Czech Living Lab

Czech Living Lab (CLL) represents a eesch and development environment in which
several research institutions, business companies and regional authorities work with each
other in order to develop projects in the area of new technological concepts. The individual
CLL members can be either inuger or researcher position. CLL members assign experts
into individual teams for each project. The involvement of the CLL members depends on
their interests and possible benefits which they will get out of each individual project.
Users out of LL are adacted with the purpose of getting the widest amount of relevant
suggestions to solutions to any on going existing task.

Users inside the Czech Living Lab define their requirements on Innovation and these
requirements create the basis for a definitiontludé target applications. The target
applications are formed from collaborative toblgxdependent components, which should
have some of following characteristic©pen Web Services, Collaborative Environment,
User Involvement for technical solution, Tectogical platform independence, fasing of
existing tools, methods and technologies;deatralized data sources, Open interfaces.
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3. Benefits Implementation of the Living Labs idea
Benefits for groups of users and stakeholders:

e CLL brings together experts different fields who cooperate together in special ad
hoc teams. These members work in different fields of work (e.g. private and public
institutions, government and universities); therefore their special skills can be
shared and used by various partigthin CLL.

e The collaboration of companies and universities enables a-avessof various
areas research knowledge can be tested directly by practical testing and again user
requirements from private companies can be developed more thoroughly using
better equipped university facilities.

e Technical tool sharing brings large cost savings.

e Shared developments in research will help create new processes of geographical
data transfer, data management, publishing and improvdriesatly applications.
Thisist he only way to attract a | arge numbe
high level of GIS skill.

Benefits for rural environment:

e CLL activities contribute to the availability of public information by regularly up
dating, expanding and enlarging infotoa bases and data sources.

e CLL enables flexible working environments. (Use of internet resources i.e. Email,
video conferencing etc). Therefore highly qualified people (Who maybe restricted
by time, family and travel problems) can work flexible hourgimita home or non
fixed office environment.

e The technologies developed in CLL are combatable with INSPIRE principles.
Implementation of these technologies enables the user to receive subsidies in a more
agreeable way (e.g. EAFRD)

4. Collaborative tools in Czech Living Lab
MapMan

The Map Project Manager (MapMan) is a software tool for users who want to create new
map projects and compositions. Users can use the tool for work focused on utilizing and
displaying GIS data on the Internet.

MapMan is capable of caing various map compositions and users can use different data

sources data on a local server, but also data available through web services, which are
stored on external servers. MapMan can be closely linked to other developed components

metadata andatalogue systems and the visualization map clients. Users can use the
catalogue function for searching for data on external servers and the visual function for
project displaying in DHTML client, GoogleMap, Google Earth or other map tools.

Metadata extracdor

Metadata extractor is a tool that gives access, editing and publishing possibilities to
metadata directly from different files through URM portals (documents, presentation, etc.)
Users can also extract metadata (and then edit) directly from exisRhgaddresses and
store metadata on URM portals. Access to information is available through direct URL
addresses.
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Moodle
A course management system (CMS).

Moodle is an Open Source software package which helps educators to create effective
online learningcourses and websites.

The software is used all over the world by universities, schools, companies and independent
teachers.

Video lecture

The objective of video lecture modules is to supportima lectures given by tutors using
video streaming. The teoology was developed inside a NaturReidime project using
VLC library and currently is published under Open Source license. It suppgliseon
training.

Uniform Resource Management

Uniform Resource Management (URM) provides a simply understood, vwsejndel and
userfriendly framework within which communities can easily share information and
knowledge. In order to effectively share information and knowledge, there has to be a
standardized system, which will enable a uniform description of information.

The basic components, of URM can be divided into the followings topics:

¢ Metadata scheme, which defines a universal structure, which can be used for the
giving of information

e Thesaurus represents a database or list of semantically orthogonal topicahsear
keys.

e Geospatial thesauru$ The Geospatial thesaurus supported search tool for
geospatial objects (for example gazetteers, GeoParcers, Geocoders)

e Catalogue service defines common interfaces to discover, browse, and query
metadata about data, sendgcand other potential resources.

URM is generally presented in web portal form, which contains the main search functions
mentioned above and several supporting tools available for registered users. These tools
support direct publishing of information thrgh a URM portal.

5. Tools Integration

Collaboration between SW tools is one of the most important aspects of CLL development.
Collaborative tools (i.e. tools, which have the ability to interact with other SW tools and
together create new services) can aperindependently of each other but also can be
integrated into new applications. The decision regarding available tools and utilization
possibilities (which and how they will be used) depends on two main factors

e User requirements for the application addvelopers agreement regarding the
possibility of use.

e The process of designing application covers, analyses of SW architecture and the
defining of available data sources, services and other existing components.

An example (Figure 1) presents the systimelopment of data transfer from sensors and
the publication of the data on the web through open web services. Independent tools
developed in different institutes are integrated into one web applications.
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=" Integration tools into LL application

| Help Forest
Satellite
MAGDA network
MAWES
Landscape .
Analytical Data Teredit Sensors
MapMan
Risk
Management “' | West Bohemia Univerzity |
EAFRD
Open Layer:
Client
L HSRS |
[WIRELESS N/} L_Lesprojekt Service |

Figurel The scheme shows tools integration with a Risk Management application. Responsibility of
the Czech Living Lab members for tools development is also shown.

Tools used:

- Spatial Data Management tool MapMan

- Metadata catalogue system Micka

- Web Processing Services

- Mobile Communication Unit

- Sensors network

- Satellite Network

- Web visualization and editing environménDpen Layers Client

6. Conclusion

The Czech LivingLabi WIRELESSINFOrepresentsan informal group whose members
cooperate together on various research projects and collabothte development of new
technologiesSoftware tools development, which comes from user nedutgild respect
principles of collaboration environment, open web services, user involvement, technology
platform development and daentralized data source$he applicationas metadata and
catalogue system, spatial data manager, visualization client fedagap analytical and
processingervices and othexan be used independently each of them, but they can be also
integrated into wide complex solution inetsame time and give full functionality to users

in the one place. The integration is solved mainly by implementation of the tool into web
portal, which way gives better services availability to users and system configuration
possibility.

12
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The need for improved alignment between
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Abstract: The purpose of this paper is to hifight problems regarding user
actability and security implementatioriswhat are the important mechanisms that
affect actability in usage situations? Alignment between actability and strategic 1S
planning and security issues is of the essence. However, serious gaps in alignment
have beendentified concerning strategic 48anning as well as in development or
implementation of security controls, and selection and use of security standards. The
analysis of the alignment gaps show that there is a need to bring in the users view on
businessequirements in IS, or rather what they need to be allowed tdaadbe able

to work efficiently.

1. Introduction

New and innovative software tools that improve the operations of an organization regarding
speed, quality and ability for collaboration imtally as well as with external partners are

needed by any organization and generally sought for. The goal is to find appropriate and
organizationally approved software tools (IS) that increase actability to get better usability

and efficiency. Many organsions today do not allow the IS users to work the way they
would |Iike to, which hinder the individuals
efficiency and collaboration ability to externals like partners and customers

Li miting tabiligyleadsteimgaied asability and efficiency. A few wiatlown
problems regarding this matter are further described in the discussion section of this paper.
Alignment is about achieving synergy between strategy, organization, processes,
technology ad people in order to sustain the quality of interdependence and thus achieve
competitive

advantage [1]. Aligning business strategy with IS strategy is problematic for organizations
and is a key concern of senior management. However, alignment may bdegatimg
variable between IS use and organizational performance [2].

We have in practice observed that there is often a gap in the alignment batiagwslity
and:

e strategic planning of information systems (IS)
e security controls
e security standards

If the gap in the alignment is too big, we have observed that users will try to increase their
actability by finding ways to bridge or circumvent the limiting factors. This may lead to
undesigned systenis; t hat are i nfor mal, h a vherizeW ands pec i f
operate through infor mal and undefin3d inte
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or ICT-infrastructures not compliant to the decided security contraleating negative
value for an organization from an information security perspeciiwis problem is also
discussed in [4, 5].

Lindstrom and Lundkvist discusses in [4] that there are morand information security
controls in large organizations than in small and medium sized enterprises (SME:s). This
hinders the usage of Collabdoat Working Environment (CWE) tools when SMEs work
together with large organizations. This leads to decreased actability. Also brought up in that
paper is that employees that are used to be able to uset@\W¢Hike Skype or ICQ at
home, expect to be able use something similar at work and will start to find ways to use
CWE-tools at work even though not allowed. This paper will continue to build on the work
in [4] but from the perspective of alignment between actability to strategic planning of IS,
secuity controls and security standards.

2. Actability , strategic planning of IS and information security

igerfal k in [6] states At hat in order to d
understanding of security aspects and the business, its actioctuser as well as both

internal and external actors and their prof
gapod or at | east mi smatch between Dbusiness
further is that At he mainmmton systaeagtabilityy danlbehi s d
used as an oO0intellectual tool d in bridging

Dhillon in [5] discusses challenges and principles in managing information security. The

challenges are classified in four categories:

1. Establishing good magement practices in a geographically dispersed environment and
yet being able to control organizational operations

2. Establishing security policies and procedures that adequately reflect the organizational
context and new business processes

3. Establishing caect structures of responsibility

4. Establishing appropriate information technology disaster recovery plans

The principles are of three classes:

1. Managing the pragmatic aspects of an organization

2. Managing the formal rule based aspects of an organization

3. Managng the technical systems

Dhillon discusses managing information security and states principles that should cover
most areas discussed in the challenges, whereas we in this paper discuss an actability
alignment problem when managing information securitiilln mentions that security
should guarantee fAuseful activitieso in pri

Kankanhalli et al in [7] discusses that organizations become increasingly dependent on IS
for strategic advantage and operations, the issue of IS security also bacomasingly
important. In the interconnected electronic business environment of today, security
concerns are paramount. Further, small and mediaed enterprises were found to engage

in fewer deterrent efforts compared to larger organizations andipagans with stronger

top management support were found to engage in more preventive efforts than
organizations with weaker support from higher management. Stated is also that financial
organizations were found to undertake more deterrent efforts andshitiee deterrent
severity than organizations in other sectors. Moreover, greater deterrent efforts and
preventive measures were found to lead to enhanced IS security effectiveness.

The work in [7] indicates that users in larger organizations have snaadtability
compared to smaller organizations. The empirical study in [7] shows that SME:s were
found to engage in fewer deterrent efforts than larger organizations, that organizations with
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strong support from top management engage in more preventivés dffan those with
weaker support, and that financial organizations have a higher level of security. Greater IS
security effectiveness was achieved when undertaking more deterrent efforts and stiffer
deterrent severity. This paper discusses where gape ialignment between actability to
strategic planning of IS and security controls may ariged one contributing factor may

be the size of the organization as indicated in [7]

Kolkowska et al in [8] have in their literature review looked at the cosflitween
usability and information security. The paper discusses among many things that
administrators are struggling to maintain adequate security and at the same time they have
to consider userso6 (and businessysabilitequi r en
Further, the paper discusses also that solutions to problems with configuration and
administration of security products are for instance to consider usability in the design and
choice of security mechanisms. Suggested is to consider userptiperée planning and
implementations of access control. Security mechanisms incompatible with these
perceptions may be circumvented by users and thereby undermine system security overall.
The work in [8] had the perspective of usability and informaticcusty, whereas this

paper discusses the alignment between actability, strategic planning of IS and information
security on a higher level.

Tettero et al. in [9] means that the security requirements are based on the overall security
view of the organizatio, as set out of policies. Also argued is that the requirements must be
defined by the users or the management in such a way that they fit the organization. Both
approaches are based on the expectation that the actors and clients know all the
requirementselated to security. This requires education of the actors to express the security
requirements.

This paper considers that there are more factors to consider than in [9] affecting actability
in IS. This paper also means that it is important to understawdsbcurity related factors
may affect the actability when using IS.

As a reaction from business process modelling used today where shortcomings concern
security requirements, Zuccato in [10] argues for a holistic security requirements
engineering processsing three different sources:

1. Risk analysis and the security management standard

2. Functional/non functional requirements

3. A holistic set of security requirements.

Zuccato means that combining different sources as risks, business processes, stakeholders
and environmental demands get a holistic set of security requirements. We agree with
Zuccato that today there are shortcomings regarding security requirements.

3. Methodology

The research presented in this paper is mainly conceptual and based on existily se
and IT-alignment literature. However, a few focused discussions with practitioners have
verified the identification of a knowledge gap concerning actability in both security and
alignment research of today.

The literature review revealed that areash as strategic planning of information systems,
security controls, and security standards are chiefly concerned with characteristics of the
areas as such, and less concerned with the relationship between the areas, which would be
the alignment betweedhe areas from an actability point of view.

In order to verify the literature review we also did interviews with four (4) project managers
and four (4) endisers that have great experience in security implementations in large
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organizations. The interviewsere semsstructured in so that the informants could give
input regarding I¥security architectures implementations. Specifically, the informants was
able to provide data for what kind of tools different implementations have used, what kind
of needs endiser required, how they were using tools for working together and
performance of work tasks as well.

The approach of combining conceptual review with ssimictured interviews increased

the validity of our research concerning alignment of different sycaréas. In so doing we
aligned our research methodology to the concept of theoretical validity and interpretative
validity [11]. Theoretical validity referto the explanation of the phenomenon studied, and
not only a description of the facts or an iptretation of the underlying meaning. This type

of validity is concerned with the theories or concepts used to explain the meanings of action
are explicitly related to studied phenomenon. Most important is that the chosen theories can
be presumed to revealtrue picture of the contextual conditions that is subject of inquiry.
Interpretative validity is meaning oriented concept and accounts for the abstractions that is
employed by informants rather than theoretical abstractions. By combining these two
conceps of validity we were able to create meaning of the phenomenon under study, i.e.
actability.

4. Alignment

Alignment is seen to assist a company by positioning the IT strategy in a closer relation to
the business strategy. The outcome of this relatipnshimproved IT effectiveness and
higher profitability [12, 13, 14, 15, 16, 17]. Three trajectories have been defined in
alignment research: theturn on IT-investment, the way that IT can provide direction and
flexibility to react on new opportunitieand the social dimension of information alignment.

The research on investments in IT explores alignment via the economic perspective. Both
positive and negative effects are identified of the vaélationship between IT and the
business. For example, Hand Brynjolfson in [18] did not find a positive link between the
amount of money spent on IT and profitability of the firms. Alszhhology is typically

treated as a cost centre or viewed as an expense rather than an enabler of business value
[19]. Theissue of whether IT brings any value to the business is seen as a matter of return
orrinvestments. Markus and Soh in [20] argues thatd3ets is something that not
necessarily improve organizational performance but if structural factors such as fiems si
and information intensity is taken into account, then the spending in IT may improve
performance. Other research on the value that IT brings to the business has specified that IT
increases productivity and customer value [21, 22]. Clearly, when ortjanzatress the
importance of managing customer relationships and how they internally correspond to its
environment, the IT value may be enhanced by finding the right fit between external
positioning and internal arrangements [23]. Papp in [24] sugdedtshis can be achieved

by setting managerial focus on the relationship between IT and core competences and IT
scope.

The second trajectory is concerned with developing competitive advantages and flexibility
to react on new opportunities. Research irs tioup employs a strategic management
perspective in which alignment is explored from the perception that the business and IT
should contain statements that visualizes how IT is linked to the business. The outcome of
strategic alignment is excellence i performance [15, 16, 25]. Blili and Raymond in

[26] outline a formalized approach for IT alignment in SME:s, in which threats and
opportunities and critical success factors are supposed to guide managers in their attempts
of making strategic businessauiof information technology. Often these perspectives are
explored via a resource based view of the
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resources as a base for its strategy, and subsequently alignment is viewed as a means to
allocate valuabléT resources. In detail, resources include technical, human, and intangible

factors [27, 28, 29, 30]. Technical recourses are i.e. databases-emfich$tructure. Human
resources are i.e. skills of IS professionals. Intangible resources are i.e. tierspgut

between IT and business units.

In addition, there are work in IT alignment that differs from the above mentioned
discourses. Some work build on the underlying social assumption that there are shared
norms and harmony of interest between partiesitifilmence the relationship, which leads

to, for example, trust issues that is not conveyed by the strategic management and the
economic perspective. Research in this group show an alternative view of alignment by
extending the focus beyond strategic piag and transaction costs to include issues, such
as, knowledge sharing among groups of humans [31]. Reich and Benbasat in [32] also
emphasize the social dimension of information alignment as they study factors for
alignment between business and informattechnology objectives. Examples of these
factors are: work experience among IT managers, and education level. Konsynski and
Tiwana in [33] emphasize the need for new perspectives on IT alignment and argue for a
move from alignment to aligning, meaninigat an intefirm relationship is an ongoing

process and not a discrete

event

wher e man

strategy formulation. While such new ideas, or rather focus of interest, are emerging in
research of IT alignment it idik biased by the strategic management focus and the intra

organizational focus.

We have developed a model used to discuss the gap in alignment between actability to
strategic planning of IS, security controls and security standards, bearing in mind the
alignment theories and looking at the alignment from an dmd information security

perspective.

Strategic planning of IS

Security controlss === ~=~-f~-~—~——~—~—-

Security standards

gap observed

-

~~ _gap observec
~

Actability

”
e

\ -7 - gap observed

Figure 1: Alignment gaps between user actability, strategic Fplanning, security

controls and security standards from an informaion security perspective

4.1 Actability, usability and efficiency
Actability has been defi

ned by

Go l

dkuhl an
ability to perform actions, and to permit, promote and facilitate the performance of actions
by users both through the system and based on information from the system, in some

business context. The O6degreed6 of actabildi
the particul ar business context. o Gol dkuhl
context i n c |-knowvledge aad kilts retating lpoth & the IS and the business

task to be performed. Therefore, IS actabibtyiot a static property of an |1Sbut depends on
the social structures surrounding it. Please note that the issoevwhether usability should

~

C

C

t
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be considered part of actability, and actability an extension of usability, or vice versa. The
i ssue is to make information systems more a

The theory of information systems actability includesstimiction between three type of IS

usage situationsinteractive usage situatiofwhere users performs actions interactively
together with and through the system, I i ke
an IS sales tool)Automatic usage sittians (where the system performs actions by itself

based on predefined rules), afbnsequential usage situatio(Bhere users performs

actions based on the information from the system).

According to Gol dkuhl and R° s nhctiom gystem. If 3 4] a
is both an instrument for performance of action and a support tool for humans to perform
their actions. Il nformati on systems should b
as an i mportant i nf or mac¢oncephthasgpes beyand ugalbibty. i t vy
Cronholmet al in [37] present actability as a concept that builds on usability to take the

social context of humaoomputer interaction into account.

One definition of usability that is closer to the user actabgiyspective is that of ISO

92411 1 [ 8@ éxtent i which a product can be used by specified users to achieve
specified goals with effectiveness, efficiency and satisfaction in a specified contexd af use

This definition includes context of use. Aegeer comparison betwedhe concepts of
actability and wusabil Ctenhsl madpegédryf allekv ®an ¢
[837], Gol dk uhl and iigeerf faddk®& ] i,inna[ns5]j,ger f al k, f
Hjalmarsson in [41].

Thus, usability promotes na important perspective but needs to be extended and
reinterpreted in order to put more emphasis on the business context in which the interaction
is taking place. Information systems should be usable not only in the context of interaction
but also in the @ntext of business action (for all actors involved). In order to design for
usage quality and actability we must have a proper understanding of both security aspects
and the business; its action structure as well as both internal and external actorsrand th
professional language use.

Adler and Winograd in [42] means that the importance regarding efficiency is how well a
system supports higher level cognitive processes including the social interaction within an
organization. Efficiency from an actabilityerminology is primarily comprised of the
actorsdé6 and organizationso ability to creat
outside the organization.

4.2 Strategic planning of IS

Strategic planning of IS can be defined as by Ward and Griffithé3hlike "the planning

for longterm management and optimal impact of informationall its forms, information
systems (IS) and information technology (IT), incorporating manual and computer systems,
computer technology and telecommunications. It alstutles organizational aspects of the
management of IS/IT throughout the business."

Information technology has long been advocated to be a critical resource and as such
understood as an enabling technology for organizations to accomplish businesseasbjectiv
at the micro level [44].

When considering the processes and information needs in an organization it is essential to
have an understanding of the organization's current structure, relationship and the people it
is composed of. These organizational dyrearform an important input to the planning

process. It is necessary to understand the environment and its skills, resources, values,
culture and social interactions, as well as the management style and its relationship with the
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external environment. Thesspects become increasingly important when the magnitude
and pace of change have implications for all aspects of the business [45]. If considered,
these aspects may improve the actability.

Constanti ne i mheficdestjnformaianrasd mosiaticed functionality is

ofl i mited value i1f 1t is not wuseful and easi
The usersd situation needs to be factored i
an organization may get advanced IS teatat supporting the users in an optimal way (i.e.
increasing their actability) or just have very limited usefulness.

Other research shows that there is alignment problems between more entities in the model
described in figure 1. Doherty and Fulford disus [47] that the alignment between
strategic planning of IS and security policies (i.e security controls) is often missing,
whereas if addressing the alignment it could give six benefits raising the security level.
Further nothing is mentioned about dwligy in the model they introduce.

Sipponen discusses in [48] that there are problems in the alignment between strategic
planning of IS and security standards in the aspect of action research where information on
how the objectives of security standa@de attempted to be met in organizations where
they are applied. The four security standards analyzed do not state what is needed regarding
strategy and alignment and are only baselines.

4.3 Security controls

One definition of I'F and informatiorsecuritycontrolsis that of [49] where the controls are

divided into three different parts: administrative, technical (logical) and physical, which
combined should work in a synergistic manne
risks. Reducing or mitigaig risk is part of the risk management process of any
organization, where the intention is to mitigate the risks an organization faces using
different perspectives as business impact, cost/benefit, customer or partner confidence etc.

H° ne and Eih [b0] that the aignmentsbetween security policies (i.e. security
controls) and security standards is good since security standards provide a starting point for
determining what the information security policy should consist of. However, the security
standards are not comprehensive in their coverage and tend to rather address the processes
needed for successfully implementing the information security policy. Also stated is that
the information security pol i cymustdhereforef i t wi
be developed with this in mind.

The combination of security controls used in an organization should be based on risk
management, and senior management needs to decide a level of security where the risk
mitigation is acceptable since it istnmossible for most organizations to reduce or handle

all risks. Handling all risks is too costly and time consuming to do, especially in a dynamic
environment affected by both internal and external changes. Straub and Welke in [51]
describe a planning metl for management decisions to cope with system risks, which
could be used by organizations to help select an efficient combination of security controls
to manage and reduce system risks.

4.4 Security standards

IT- and information security standards cancdbe f i ned as by Wool in
experts have long been saying that secure systems, and especially security standards, need
to be designed through an open process, al/l
openly designed standards someti;m r es ul t in flawed ¢€é syste

involves many parties with conflicting agendas, many of them powerful corporations.
Furthermore, a standard is not measured by excellence or novelty. It should be a working
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design that is an acceptable comprge between the interests of all the parties involved. In
short, a standards body is not an environment that encourages scientific discourse. Finally,
even supposedly open standards bodies sometimes have onerous requirements that may
discourage scientistsr om parti ci pati ngo.

Sipponen in [53] means that information security management standards, focus on the
existence of processes and not the content of what it is securing. Information security
management standards like ISO 17799, GASPP aneC3®8# which ae widely used and
advocated by researchers and practitioners have a limitation in that they focus on ensuring
that security processes exist while being unconcerned about how these security processes
can be accomplished in practice.

We have looked at whag stated in some of the most common standards on the alignment
between actability to strategic planning of IS, security controls and security standards. The
reason for doing this is to find out if there is any guidance to also include the aspect of
actablity in the security work.

Many standards and frameworks like NIST, ISO 17799, and CISSP states that usability
should be considered together with business requirements. However, nothing regarding
actability has been found. This could be explained bydbethat usability is attributive in
nature while actability is relational oriented. Security standards are often also used as input
to for instance security policies (security control). Below are some more specific statements
found in the NIST, ISO 17798nd CISSP.

NIST

Souppaya et al . thenestihgscdnfigurationr of thes Ii€ prodiichshduld A
match the deployment configuration. In some cases, a security control modification can
have a negative i mpact on tgaorpnmahdrpodudssor f unct

security controls. Consequently, it is important to perform testing to determine the impact
on system security, functionality, and usability, and to take appropriate steps to address
any significant issués.

Wacketal. in[55st at es about p sy cétlelsecgrity enachanisms me pt ab
place should present users with sensible options that will give them the usability they
require on a daily basis. If users find the security mechanisms too cumbersome, they find
ways towork around or compromise thein.

ISO 17799

The ISO 17799:2005 [56] standard states that information security is the protection of
information from a wide range of threats in order to ensure business continuity, minimize
business risk, and maximize retumn investment and business opportunities.

ISO 17799 is a code of practice for information security management and the structure of
ISO 17799 is that it provides a list of security requirements an organization should satisfy if
they want to undergo certifation. The requirements are grouped in ten key controls. The
idea behind the key controls is that an organization should have a balanced approach
towards security covering the most critical areas.

Information security is achieved by implementing a sugtaet of controls. These controls
need to be reviewed and improved to ensure that the specific security and business
objectives of the organization are met. This should be done in conjunction with other
business management processes.
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CISSP

One opractiinobdruestry frameworkso is the CISS
Security Professionals) guidelines of the (IS@yganizatioh In one of the most popular
books used to prepare for the certification exam [49] the following were found:

e An example of seurity management states that needed when securing an
environment is still to allow the necessary level of functionality so productivity is
not affected.

e The Availability in the ClAtriad (Confidentiality, Integrity and Availability) should
iensur dty ane Itimedybaccess to data and resources to authorized
i ndividual so.

It could be argued whether the impact from security standards on user actability is direct or
indirect. A security standard may have direct impact via a system security policy, for
instance password policy, or indirect via an organizational security policy.

5. Discussion

Our focus is horizontal rather than vertical, i.e. the relations are important for actability
rather than fit between formulas such as strategic planning of ISeanditg standards.

Thus the concept of alignment is better suited for our purposes than the concept of usability.
There is a body of literature concerning actability and one concerning usability in
connection with our other key concepts; strategic planoingS, security controls and
security standards. The combination of these key concepts with actability makes it possible
for us to further explore alignment gaps.

According to our literature review, Alignment is seen to assist a company by positioning

the IT strategy in closer relation to the business strategy of a company. The outcome of this
relationship is better IT effectiveness and higher profitability [12, 13, 14, 15, 16, 17] and
identifies two trajectories in alignment research: Tétern on IT-investment, and the way

that IT can provide direction and flexibility to react on new opportunities.

Our problem discussion on alignment between actability and the different levels of security

follows the IS management trajectory which aims to explam diganizations can act and

react on changes in the environment. In that respect, this paper outlines the importance of,
not only, considering the strategic levels when discussing alignment, but also to incorporate
technical and matters of standardizaiioisuch discussion.

There is a need to include groups of users with advanced requirements on user actability
during planning of IS and implementations of security controls and security standards. The
userso6 requirement s o nuirementsanbed to betfactorediintoghe t h e
process during the initial requirement gathering, during the implementation and testing, as
well as after a period of practical use when having found out limitations and missing
functionalities needed.

Users in largeorganizations often have smaller actability than users in SME:s. As it seems

like organizations more and more use IS to get a strategic advantage, the security concerns
grow accordingly. SME:s engage in fewer deterrent efforts, especially when top
managenent is not explicitly supportive of such efforts [7]. Organizations with strong
support from top management seem to engage in more preventive efforts than those with
weaker support [ 7] . One question thodity ari se

! For more information on CISSP and the (1%@)ganization, please visit: https://www.isc2.orgkcgi
bin/index.cgi
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in an organization as the organizational size grows and the dependency to IS increases, or if
it is too hard or costly to do?

Theoretical support for alignment of usability, strategic planning of IS and information
security is vast. A proper undeading of the business, its actors and conditions is
necessary in strategic -f8anning and development of security controls and standards.
Understanding of the organizational dynamics, skills, resources, values, culture, social
interactions, managementyle and external environment is important for the planning
processes. Any added functionality in IS must be useful and easily used within the context
in which it is needed.

The information security policy must fit in with the organization and its culiage both

users and business requirements should be considered when deciding on security controls
and standards. When implementing security controls and standards, testing of their impact
is needed to get a good or at least acceptable result. If possibis,should be presented

with options that give them the actability they require. Security controls must be
implemented and security levels must be set so that the necessary levels of functionality are
acquired and productivity is not negatively affected.

We have however in practice identified, both in own research and reports from other
research efforts, a number of alignment gaps. Alignment between strategic planning of IS

and security policies is often missing. Alignment between strategic plannin§ ahd

security standards is poor due to the standards not providing guidelines for alignment.
Many organizations today do not allow the IS users to work the way they would like to,
which hinder the individuals efficiency as well as impairs the organization e f f i ci ency
collaboration ability to externals like partner and customers. Security standards do not
provide support alleviate solutions to this problem since they mostly focus on security
processes rather than how the processes can be realized.

Usess might need or would like to use software tools that for security reasons are deemed as
not approved. For instance, the SarbaDgky Act requires a paper trail of all instant
messaging (IM) traffic for corporations under the supervision of the UnitatesSt
Securities and Exchange Commission (US SEC), browser and http protocol problems, web
mail security, IMtool flaws, unsecure voice over IP (VolP), H.323 and session initiation
protocol (SIP) vulnerabilities [4]. These user needs should not be ruldsbfoue a check

has been conducted if there are appropriate security solutions that handle the issues or if
there are other similar software tools without the security issues that could be used instead.
Organizations need to get better to exploit possi#slito improve actability and not by
default rule out new opportunities by stati

Another question is how should small groups with a larger need of actability be handled
within an organization? One examgegroups with very outgoing tasks and that work on

an international basis. Another example may be sales executives, industrial or academic
researchers that likely have a much larger need than internal administrators. As mentioned
earlier, if actability igmpaired it is likely that some users will try to increase their actability

by bridging or circumventing the limiting factors if they need it to do their work. This may
lead to undesigned systems or IT infrastructures non compliant to the decided security
controlsi leading to negative value for the organization looking at it from an information
security perspective. From other perspectives like efficiency, the increased actability from
undesigned systems may however be considered as beneficial.

Looking atthe alignment gaps discussed in figure 1 from a rather practical point of view,
we can find examples of gaps in our own working environments like:
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e Actability -strategic planning of | S: The wuser
requirements) on IS are npart of the process of strategic planning of IS. Strategic
planning of IS need to look beyond the properties of IT and acknowledge human
action as a vehicle to sustain compliance with user needs.

e Actability - Security controls: Security policies do ndioa the usage of IMools
like Skype, ICQ and poorly selected and configured antivirus, boot protection
software etc. that hangs the personal computer or almost makes work outside of the
ordinary LAN i mpossible ' i mitingS-the u
environment with good actability to be able to conduct the daily business). Thus
security controls need to take into account user needs as well as be well developed
and implemented in the organization.

e Actability - Security standards: The organizatioimibrmation security policy states
that the security management should comply with the ISO 17799 standard (or the
Swedish adaptation called BITS), rendering the users to work in an environment
where actability is not part of the (important) input to tleEusity processes
affecting the users. It could be explained by the fact that security standards are
universal concepts without connection to contextual settings. Security standards are
attributive and therefore easy to use when guiding policy writingenafsed for
checkouts to ensure comprehensiveness of policies, for example in certification
matters.

6. Conclusions

The alignment problem high lighted in this paper needs to be considered by any
organization to both keep their users happy and workingjeif, as well as maintain an IS
environment that complies to the organizational security controls and selected security
standards. Actability need to be considered in the strategic planning of IS, development or
implementation of security controls, anelextion and use of security standards. Otherwise,
the problem with poor alignment is likely to arise leading to impaired actability.

If the users need or would like to use software tools that for security reasons are not
approved, they should not be mleut before it has been investigated if there are
appropriate security solutions that handle the issues or if there are other similar software
tools without the security issues that could be used instead. Organizations need to get better
to exploit possilhities to improve actability and not by default rule out new opportunities

by stating that four security policy will n
It seems that there is a need to bring in t
i.e. what they need to belakio do to work efficiently, and in the security related work in

organi zations when userso6 actability is aff

at implementing security and security processes in practice [53] as otherwise security will
be ®mething that frustrates users and makes them find ways around the security controls

[4].

7. Future work

How to avoid frustrated users, impaired productivity and deficiencies in efficiency by
investigating the gap in alignment between actability, stratplgioning of IS, security
controls and security standards is an interesting area for further research. Of interest is also
if and how different situations, contexts and user groups could be used to decrease the
alignment gaps at design and development eW nS, change of existing IS, and
implementations of security controls in an existing IS/IT environment.
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Avision et al in [57] have created a model to measure alignment, and it would be interesting
to use if adapted to measure alignment regarding atyabili
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Abstract. A key element for companies is the sustainability of investment. The

development of innovative solutions for new markets requiressinvent might be

supported by sensdrased systems.. Stdards can help guaranteeing ldagting

solutionsi t hey canot guar ant ee mar ket success. Th
challenging one from the standardizationwp@int as is combines different areas

like identity management, security, sensors, safety, ethical and social guidelines, and

advanced technologies for bioengineering and biomedical devices. Existing and

emerging standards, norms, specificationshrteal reports, best practice papers,

and poliy guidelines need to be known to all stakeholders involved. Awareness,

confidence, and acceptance of securitytsmhs in eHealth complete the catalogue

of required activities to be performed by major Standards Developing Organizations.

The EU project Biblealth aims atricr easing the stakeholdersd kno
existing and emerging security, identity management and sensor standards in

eHealth. Awareness for sustainability levels of solutions is the key to acceptance.

The article aims at describing howformation on applying security, identify

management and sensor standardization can be provided to the users and how this

awareness activities are structured and performed.

Keywords: eHealth, Sensor, Security, Safety, Standardization, BioHealth, INNOVA

Introduction

Advanced i nformati on and communication tec
companies, research institutions, and the public sector. The ICT infrastructure is hereby an
important part of the organization infrastructure. ICT gets of increastegest for the
society regardless whether users typically just search for reliable information on the
Internet, write or receive emails, create documents, or use online shops for different
business or personal purposes. Attacking an ICT infrastructuyelead to unauthized

access to, or modification of, data, loss of data, loss of availability of services, and loss of
performance. In a standardized manner, those threats must therefoalybedamisks must
seriously be validated, and countermeasureed to be defined and adequately
implemented. Standardized ICT security and related safety and privacy measures are thus
of high and even growing importance in virtually any social sector or business area
including the eHealth domain [1].

Materials and Methods

Healthcare around the globe in developed countries, developing countries, atit€aol
transition is turning towards shared and personal care providing an integrated care
approach. The underlying paradigm change is bound to afb#&S@d communation and

2Corresponding Aut hor : dBi®snbtiics, TS Nokvay Grénseyeier5® P 1OBoxt6§86 Bitarst@éON Oslo,
Norway.expert@itsnorway.nd’hone: +47 951 4882Bttp://itsnorway.no
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cooperation network between different provi
increasing quality and efficiency requirements in the domain need to be met not only by
local and regional providers but increasingly by national and Eunope#works of
healthcare establishments and health professionals. The application of respective standards
increases both technical (functional) and semantic interoperability between all stakeholders
that form the domain of eHealth.

eHealth Stakeholder Requirements

The aspect of an active citizen and patient involvement and patient empowerment in the
healthcare and welfare processes is an importantegresite for achieving the success
expected by many developed countries. Health caeissorsand other rustworthy and
secure (personalized) devices do play an important role in this process. They allow
developing an integrated eHealth environment by integrating health informatics, patient
integrity, and patient integration. Keywords to foster these progessenf course health
information systems, public surveillance systems, health card, token,esiteé-itlated
technology but also the role of these tokens and devices in the process of patient
integration, their security functionality for data integrind patient integrity, the potems
concerning access rights, and related data protection and privacy aspects [2].

Security and Safety Requirements

The related security requirements in the medical area are technically not that different from
other appliation domains. Apart from a very demanding and dynamic privilege
management and access control policy, medical solutions (hospital informatiemsy
radiology information systems, Lab systems, GP office software, and many other
applications) base theisecurity solutions on proper authentication (identification and
verification), identity management, confidentiality, integrity as well as availability and
accountability [3]. Additionally, aspects of electrical safety, mechanical safety, and
especially pesonal safety play an important role as safety of patients overrulesliyiny

other legislation in case of emergency.

Technical Requirements

Wireless and contactless identification is a promising technology for applications such as
inventory and healtbupply chain management, logistics, transportation, and access control.
Radio Frequency ldentification (RFID) has already proven its strengths to efficiently
collect, distribute, store, and analyze information on traced objects. EPC Information
Systems ighe global standard for sharing collectable information in the supply chain. Near
Field Communication (NFC) is used in shomhge wireless intecdon in consumer
electronics, mobile devices and PCs. Biometrics is the technology for secure identification
and authentication based on methods for uniquely recognizing humans based upon one or
more intrinsic physical or behavioral traits.

Major SDOs in the eHealth Domain

Sustainability in applying and using advanced standards requires awareness for, and
confidence in, active SDOs in the domain of eHealth and related technical domains. A few
of these SDOs shall be mentioned here as they provide liaisons to the project. From the 1ISO

perspective, i ts I SO TC 215 AHeal th | nf or
Peg sonal |l denti ficationo, | SO/ 1 EC JTC1/ SC27
management (1 dM) o, | SO/ 1T EC JTC 1/ SC 31 #nAAu

Techniqueso, and | SO/I1EC JTC1/ SC37 ifABiometr
251 nAHefadrtmatli cs o and CEN &iGn, EletdoniciSBreaturs o n a |
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and Cards and their Related Systems and Ope
groups. I n addition, SDOs | i ke | EC, | EEE, I
Gr oup ( MRAalvie) adldressedRecently, ISO/IEC JTC1 decided to establish an

expert group for standardization requirments from sebased systems.

Strategy and Approaches

Within a project lifetime of just 24 months for the BioHealth project, special aspects need
to be addressed. Right from the beginning, BioHealth experienced &balasliced
consortium of people cively involved in different SDOs, and people working in
community building and stakeholder formation [4]. Three areas of activities were explicitly
identified:
1. Enforce the advanced use of securgiated standardization results in eHealth (both
existing and emerging ones, both inside and outside the domain);

2. ldentify existing gaps in security, safety, privacy, and IdM standardization for
eHealth and seworbased systems to give reasonable feedback to SDOs;

3. Waitch critically the introduction of new tools in eHealth safety and security and in
related ID management and senbased technologies (e.g. biometrics, NFC, RFID)

Strategy and Approaches

Most of the eHealth standards that were identified being important for the BioHealth
project aims and goals are ICT based as eHealth is defined as the combinatiatiariatad
medicine with means of advanced telecommunication and informatics (health telematics)
andtelemedicine.

Existing and Emerging Standardization and its Relevance

The major aspect of fact finding and analysis is the adoption and adaptation of existing (and
emerging) standards from other domains where respective healthcare policies are
applicable The project has therefore established working collaborations with several SDOs.
Some of these liaisons are based on the active work of BioHealth consortium members (e.qg.
ISO, CEN, ICAO, HL7, and ETSI); some persons actively involved in standardizatien wer
contracted. The problem of getting results forwarded to thgegqwunaware user
community isawelk nown one. ltdés thus very importan
recognized among the stakeholders (e.g. by website, workshops, presentations, rewslette
Additionally, the project goes for the definition of complex scenarios aiming at comprising
different standards communities addressed (security, safety, privacy, RFID, NFC, passport,
cards) to attract many stakeholders.

During the course of the projeit was found that 24 months are certainly enough time to
figure out the problems in advanced eHeal th
and solve them properly. Thatds why the pr
summarized results imtan online tool (a repository) with facilities for both an advanced

search (based on keywords and categories) and a standards entry functionality which is
administered and monitored by the consortium members. The repository is expected to be

fully operabk by the end of 2007 [4].

Based on the online repository, thereds a r
that is able to address the supply chain in eHealth including the large and small companies

on the market of hospital information systentsgalth information systems, and
departmental systems. Moreover, the favorite strategy in long terms is an initiative
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supported by European Union, European Commission, and SDOs for keepinglylaedan
and summarized stakeholdecused standards knowledge and running.

Sustainability of Standardization Efforts

All stakeholders have to take into account that the medical domain is a very traditional
domain with roots dating back to ancient times and to the Hippocratic Oath [5]. So
medicine considered a c@hex domain as such. The respective medical domain knowledge
heavily influences the medical workflow which does not make it easy to go for alterations,
and process updates. Specific health domain requirements must indeed be derived from
ethical, organizatinal, legal, social, religious, and cultural aspects. Medical secrecy, related
privacy and the trustworthy doctpatientrelationship is the very basis for a successful
treatment [6]. But technology can be adopted from other domains; medical knowledge and
policies shal/l be provided. An example is t
Security Manage me nrinoniZatios ts aoina opdap MSness,.it nddds

to be a winwin activity [7].

Thereds no doubt t hat rdgnfeom differeni doendins (etfg.®t hni c al
biometrics, RFID,certificates, cryptography, signatures, keys, devices, EMC, etc.) will
extensively be used for eHealth applications. Other standards need to be adopted and
adapted (e.g. by developing its own healtbepecific profiles or sets or parameters) for

medical purposes. Examples are standards on security infrastructures, cards and tokens,
sensorsmedical devices, and medical software. The domain knowledge needs to always be
incorporated as healthcare certpis not like any other domain. In dég, just a handful of

real eHealth standards do exist. But there are definitely stamdtod areas within eHealth
(messaging, imaging, etc.) with a high potential for fruitful and close collaboration with
otherar eas . It doesndt waste time, but saves i

Awareness Raising and Community Building

As the project has to address all stakeholders in virtually any activity, it needed to make
itself heard. The consortium needed to make the identified stakeholdersadveaisting
standards and ongoing standardization work. Among others, the project bases its current
activities on, e.g., the Berlin eHealth Week Declaration [8] on strengthening European
SMEs in the healthcare domain in order to get the political power,oanthe current
discussions and negotiations for an EU eHealth Directive. The project aims at defining and
completely describing use cases and scenarios including all relevadarsdta that are

living scenarios supporting many stakeholders. Direct Isiseith many leading SDOs
exist, established either by the project members who are direetivéd, by members of
partner projects inside and outside the Europe INNOVA, and standardization partners from
other organizations and associations. An InternatioConference on eHealth in
Regensburg, Germany, in the premises of BioHealth partner URMC in December 2007 has
invited the leaders of ISO TC 215, CEN TC 251, HL7, WHO, IMIA, EFMI, and other
organizations that are involved in creating standards, normbpital specifications,
technical reports, guidelines, and relevant materials [9]. Last but not least, the European
eHealth Week in Slovenia provided a podium foscdssing current status and future
challenges in eHealth and beyond.

New Technologies and Their Relevance for Advanced Standardization

Complex areas like eHealth need to be modeled in order to achieve comprehensive results.
Applying technical standards in eHealth is another challenging task. The US NIST
standard, e.g., describes the use of REEhnology in a healthcare environment [10].
Different application fields are identified



PRV 13t h International | T AS6tiNaunek20080 fConfelence Rtaceedingsy 4

management of samples, tissues, devices, tools, beds, chairs, operation tables, and much
more. All of these items needt have an | D. i Tr ac-klatadgopicsa d dr e s
like the location of objects, quality control, and certain aspects of validity of tissues,
sampl es, et c. AAut henti ci t y-taggedstemg but fgr all mp o r t
principals inhealthcare. Examples are, e.g., the source of the RFID tag and the respective

I D (a person, a devi ce, or an application).
and covers the aspects of identifying the right person (patient, health profes&iomniad)

right sampl e, ti ssue, surgery, medi cati on,
control 0o needs to be performed in order to
and medication as well as their availability whereas the applicati f i el d A Access
covers the application of piieges and access rights to information, samples, tools, rooms,

beds, devices, results, etc. In this respect, doctors, nurses, patients, social care workers, and
relatives have diffient access rightthat can be controlled using RFID tags. So many
different domainsapplying RFID technologywork together forming a supply chain.

Discussion of Results

Concluding this approach, ASupply chain mai
and RFID can helpdentifying almost all items in healthcare processes and procedures
(patients, health professionals, visitors, supportive personnel, tools, samples, tissues,
devices, and many other items. The workflow of a blood bank might be a good example to
illustratethe complexity of IdM in healthcare as it includes blood giver, health professional,
healthcare establishments (red cross, hospital), proper transportation services to and from

the blood bank as well as blood receiver and responsible health professional(s)

receiving healthcare establishment. BioHealth wants to use this scenario fgngyzl

relevant standards to the workflow [4].

But the addressed security level can only be guaranteed in case the responsible parties
(systems and application adnstmator, chief information officer, IT security officer, data
protection and privacy ombudsperson, professional user, privateers, etc.) are aware of all
threats and risks linked to advanced ICT means, and are thus keen on applying the
respective counternasures. In other words, they need to be aware of the security problems;
they need to develop a certain level of confidence, and they start accepting the related
security, safety, and privacy measures affecting the system, the application, the device, the
infrastructure, and the whole area of their specific working and living environment [1].
Standards play an important role in this respect.

Conclusion and Strategies

Creating awareness, confidence, and accptance of sustainable standards in Europe and
beyondr equi res a comprehensive roadmap of act
plan, the project covers less than 40% of this approach as the project lasts 24 months
whereas the roadmap itself contains steps covering 60 months. Liaisions with leading SDOs
require sustainability not only of addressed standards but especially of liaising
organizations. EU projects do typically not fulfill this requirement. All partners interesting

in promoting advanced security standards in eHealth and beyond thus needotoago

different strategyi e.g. an institution or a lorkgsting project. All identified partners are

working on that currently as they have common aims and goals.
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Abstract: This paper looks into Performance Management (PM) for teleworking and

how Workflow Management Systems (WfMSs) can support this. We first discuss the

importance of PM for teleworking, and go on to explain Workflownksigement

Systems and how these support PM. An example case study is presented, where a

WIFMS supports both Performance Management and teleworking. We find that it is

essenti al t hat tel eworkerso perfor mance i s ma
projected orgaisational performance improvements of teleworking. A first

contribution of WfMSs is that they support the implementation of any required

process enhancements, both for PM and teleworking. Digitising workflows means

that tasks, as well as any necessarya @daitd documents, can be accessed from any

|l ocati on. Wf MS s al so support the monitoring o
performance by providing the required data. This data can also be used for strategic

level evaluation of organisational performance teggi conclusion, we find that

WfMSs have particularly useful capabilities, not just for supporting remote

operational performance management, but for supporting a vertically integrated
Performance Management approach, independent of

1. Introduction

This paper seeks to show the role Workflow Management Systems (WfMSs) have in
supporting Performance Management for teleworking. In telework research, as well as
practice, there is a lorgtanding debate on the most appropriate approdaochemnaging
teleworkers. Traditional, supervisdrased methods are generally considered to be
inappropriate, because of the distance between manager and worker. Methods that
overcome this organisational dispersion are, for example, ebfizeid systemgpaching,

aut onomy (al soonltamdI|él)edandsepder cofip.r ol (s
Performance management (PM) could be another potentially useful approach, because it
doesnodt rely on direct super vsettsg, moniforingnd pr
and feedbackPerformance management (PM) refers to the assessment of progress (at
different organisational levels) toward achieving predetermined goals, as well as
communication and actiom response to actual progress.[BM has featuredh some

studies on telework (e.dg4], [5]), mostly looking at performancémprovementgyained

from teleworkhowever,and less sothe management of the performance of tel&ers.

More importantly, what is missing from literature is an acknowledgementitgirojected
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performance improvements will only be achievable if management actively strives to
accomplish thesé in other words; if performance is managed with the anticipated
improvements amongst the targets.

Information Technology (IT) is also consigtd to be instrumental in dealing with the
distance between manager and teleworkers. Dimitrova, howeerd no evidence for

more use of technology for control when orgaions introduced teleworking [6]. Despite

this, a specific type of IT, WorkfloWlanagement Systems, has been found to be especially
useful in remote management independent of the actual management approach [7]. This
makes it an interesting technology to consider for supporting PM for teleworking. Figure 1
below provides a graphical ewiew of the relationships between the three concepts that
we study in this paper.

Performance
management

PM is a management
tool used to help to

WfMtS (PM) achieve business
perfztjrﬁgﬁz:: goals, i.e. to increase

performance
management PM is a management
tool that can be used
to support the
management of
teleworkers

Workflow WMS Teleworking >
Management|supports A4 can increase _
System teleworking Teleworking performance| Business

Performance

(WfMS) & Goals

WIFMS can increase performance

»
>

Figure 1: Relationships between the concepts of Performance Management, Teleworking
Workflow Management Systems

We will start this paper with a brief outline of our perspective on teleworking, followed by

an introduction b key features of performance management, and an analysis of the
potenti al contribution of PM to teleworking
and main capabilities of Workflow Management Systems and how such systems can
support teleworking. Faidly, we will bring these lines of enquiry together, to investigate

how WfMSs support PM for teleworking. Throughout the paper, we will use secondary

data and anecdotal material for illustration. In the final section will present a UK local
government casstudy, to demonstrate the links between Workflow Management Systems,
Performance Management and teleworking.

2 An introduction to telework and performance management

2.1 Telework
With the inception of sealled office automation systems in the 1970s, rémognition
grew that new I nformation Systems would ope

[8]) T with workers operating remotely from their supervisors, team members and even
customers. Since then there has been an ongoing debate on the asdengeortance of
remote wor k. Under meaut hnogé)mes 0 tresl dotdea lkedc o( t
Europeanwbekém) andevirtual teams and organi s
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subjected to substantial attention for some tifie most relevartypes of remote work are
currentlythose listed in table 1.

Tablel: Different types of remote working

Type of work | Description

Homework Worker works in private home, using ICT to connect to
organisation; usually combined withiorking in office (examples
clerical workers, consultants)

Mobile work | Worker uses mobile technology (laptop, mobile phone, wire
network) to be able to connect to the organisation from any loce

either when travel | i n@xamples: sale
representatives, technical service people). Office is visited
frequently.

Call centre Call centre employees can work from any location; they cal
physically separated from the organisation in their enti
(potentially oftshore where call centres are moved to lawsge
countries), and/or individual call centre employees can be h
based or based in (rural) telework offices.

Virtual Teams | Temporary teams (for example in software development) of ex
from several locationsra brought together to realise a joiefined
outcome that requires a set of expertises that is difficult to fir
one location. Team members may never actually meet in the c
of the project.

2.2 Performance management

Performance management (PM)fers to the assessment of progress, different
organisational levelgpward achieving predetermined goals, as well as communication and
actionin response to actual progress. BM looks at performance from a variety of angles,
the most common being:

e The effectivenes®f any activity: whether wider goals are being achieved. In the
context of teleworking, this raises questions adbwontribution of telework
implementation toorganisational goals, such esproved customer flexibility and
employee reterdn.

e Matters ofeconomy whether value for money is being delivered from the inputs
used. For teleworking, economy can for example be reflected in improvement of the
use of human resources (less time wasted travelling or chasing documents) and
buildings (esk sharing, touch down desks).

e |Issues okfficiency have resources been used productively to create quality outputs.
Several studies have shown that teleworking can improve overall outputs, accuracy
and service quality.

These aspects of performance #uestrated with figure 2, linking it to a process approach
to work.
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Time and money Results that help to fulfil
used to procure business objectives and
inputs corporate strategy
Resources Inputs Work Outputs Outcomes
Processes

Economy measures: Efficiency measures: are inputs Effectiveness measures: do outputs

maximising value for money transformed productively into meet business needs and contribute

from inputs. quality outputs? to corporate strategy?

Figure 2 A generic performance framework

It is essential to realise that processes in organisations are in themselves collections of sub
processes feeding into each other | n ot her words, one proces
anot her process 0s sharergsautces .and e sverall oyiconees refe e s
emergent propertie®f the collective (system), not a simple adding up of outputs of
individual processes.

2.3 Performance Management in a strategic perspective

It is essential to recognise that PM is not merely a tool for operational management. On the
contrary, it is, at its best, an overall, integrative approach, linking operational activities to
strategic outconse

At a strategic management level PM involves:

e Business goal setting (includes using historic data to analyse previous performance,
forecasting, sensitivity analysis, scenarios, etc.)

¢ Determination of Key Performance Indicators (KPIs) for the business go

e Goal evaluati on, using KPIls (possibly ir
actual performance on KPlIs in real time).

At the tactical management level PM involves the translation of business goals and KPIs
into resources such as money, technolagy people (e.g. number, skills, training),
structures and business processes. Deviations from targets can lead to changes in each of
these, i.e. retraining of personnel, rethinking budgets or changes in business processes.

For operational management PM involves: determination of individual output
requirements, task distribution, monitoring, control, coordination, etc. All of this is done
using KPIs and Business goals as guidelines to produce more detailed performance
indicators, and monitor contributions the KPIs.

At an operational level, i.e. for employees and teams, PM is reflected in individual and
team output requirements. These will often be given by a manager, but more autonomous
workers and teams could base their own targets directly on thewdfisut an operational
manager 6s directions.

2.4 Balanced Score Card

A key tool in performance managementisthewett o wn o6 Bal anced Score (
is used not just imeasuringperformance, but it extends to being a strategic planning and
managenent tool. Traditionally, the balanced score card (BSC) looks at performance from

four perspectives, with KPIs being linked to each perspective:
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Financial Perspectivethis measuresontributiors to the bottomline performance; KPIs
could include such meare as Cash flow ROI, Financial Result Return on capital
employedandReturn onequity.

Customer perspectivethis looks at thealueproposition to the customer (e.g. quality) and
resulting outcomes (e.g. market shamssible KPIs could béelivery Performance to
Customer by Dateor by Quantity Customer satisfaction rate, a@dstomeretention.

Internal Business Processes perspectivéhis focuses on the processes for creation and
deliveryof the customer value proposition; suggested KPIs for this perspectiiuaneer
of Activities, Opportunity Success Rataccident Ratios, and Defect Rates.

Learning & Growth perspective: this perspective looks at the intangible assets in the
organisation, mainlinternal skills and capabilities; related KPIs could includeestment
Rate lliness rateInternal Promotion%, Employee Turnover, and Gender/Racial Ratios.

In our analysis, we will use these perspectives to enhance our understanding of
contributions of WfMSs to supporting PM in a teleworkoumntext.

3. Telework and performance management

There are two main connections between telework and PM, though not many authors seem

to be making a clear distinction between them. Firstly, and most obviously, there are
numerous studies that show contribos of teleworking to improved organisational
performance (6benefits of telework i mpl emen
of this for each of the BSC perspectives.

But there are also contributions of PM as a management tool to supportctesssof
teleworking itself. In other words, as a tool it helps telework managers and teleworking,
which in turn also helps to improve performance. Both perspectives are shown in figure 3.

Performance .
_ (PM is a management tool
PM is a management tool that management used to help to achieve
can be used to support the (PM) business goals, i.e. to

management of teleworkers increase performance)

Business

PM can help Performance

teleworkers in

Telework

management managing their (outcomes)
own work /_'
Good telework v Teleworking
management helps can increase
teleworkers to perform Teleworkers performance

better (i.e. work towards the
right targets as well as work
efficiently, economically
and effectively)

Teleworking

Figure 3How Performance Management and Teleworking are related
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3.1 PM of teleworkers

Over the yearsmanagement and control have been at the heart of studies into the success
and failure of telework. This is not surprising, since control is also a key area of
organisational studies in general, and the traditional control by direct supervision is
complicated if workers and managers are physically separated. Traditional methods, such as
those used in behaviour control systems, tend to lose their effectiveness when the distance
between manager and worker is increased. Managers respond to these chantjes by ei
resisting telework or adapting their control methods [11]. This adaptation can go two ways:
either there will be more worker autonomy, or managers will introduce more formal,
explicit and stringent supervisory procedures to cope with the physicalcabeé their
employees (see [6]).

Performance management appears to be a particularly interesting approach for managing
teleworkers, as it is not in itself concerned with direct supervision, and relies strongly on

the use of output targets (based on Kéisg Business Goals). Watad and Will ([4]: 466)
found a clear split I n managerso evaluati ol
with some perceiving it as easy, while others see it as a difficult issue. These authors think

this reflects both the rdiae high percentage of fairly autonomous teleworkers (who will be
expected to manager their own performance), as well as the fact that teleworking
organisations are more likely to implement explicit performance management policies to
support the managers.

Kowal s ki and Swanson [ 1 2Hasec penfosnartemanagegment u s e
systembé a critical component o f a culture
healthy teleworking arrangement. This is an interesting perspective on Rélefworking,
l'inking it to Osofterd benefits of PM, on

performance improvement and control.

3.2 Telework contributions to improved Business Performance

In this section, we will give a brief overview of potentiahtidoutions of teleworking to
business performance, as found in literature. We are using the four perspectives from the
Balanced Score Card to structure this.

3.2.1 Financial Perspective

It can sometimes be difficult to prove a direct link between telewoplementation and
bottomline improvements, as telework is usually part of wider changes. Contributions to
profit can firstty come from cost savings, most importantly on office space and
wor kstations. A SUSTEL case stud5000 f or [
A18, 000/ annum, see [13]). Al s o, empl oyee t
flexible work opportunities to new parents), meaning lower search and training costs.
Secondly, outputs can be increased by higher employee performance, less (iagitage

quality of work, less revork) and enhanced flexibility. Individual performance
improvements are among the most reported benefits from teleworking; BT for example,
reports a 1581% productivity improvement for hommased workers. Kurland and Bail® s

[11] review of telework research provides a good overview of studies finding performance
improvements.

3.2.2 Customer Perspective

Key contributions from teleworking to the custornelated KPIs are linked to enhanced
flexibility and output quality. AtIBM Netherlands (see [14]), a key motivator for
introducing formal telework arrangements was to increase the time employees spent with
customers, rather than in the office or on the road. As such, teleworking wamngart
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parcel of a wider strategy ofemh& i ng f |l exi bi |l i ty. Kurl and an
teleworkers are better able to relate to customers and other stakeholders, which in turn leads

to higher job and business performance [11]. Dispersing employees allows an organisation

a Ol ocradeodprfesre customer s t hat i s di fficul
organisation.

3.2.3 Internal business processes perspective

This perspective is often pivotal in achieving many of the customer related performance
indicators: teleworking and itsreéad t ec hnol ogi es all ow organi :
This is nicely captured in Friedman et al [15], who discuss how experimenting with the way

work is done (including introducing teleworking) allows managers and employees to
achieve a better wotlkke balance, and, in doing this, to improve organisational
performance as well as employee motivation. However, in some cases teleworking is seen

to complicate internal communication and collaboration (see for example [11]), which

could have a negative effeat the internal processes.

3.2.4 Learning and Growth perspective

The learning and growth KPIs are very closely linked to key teleworking advantages:
increased employee retention, especially for women with young children; higher employee
satisfaction (due ot better work/life balance and less commuting); and less sickness
absence, because teleworkers can shift and/or limit workdays more easily to accommodate
their health and care situation. Such advantages have been found in several telework studies
(e.g. [14, [13], etc). Telework may introduce difficulties, however, in achieving synergy
and knowledge management, because of less informal communication and potential lack of
availability of colleagues for problem solving. On the other hand, introducing supporti
technologies in an organisation with an existing dispersed workforce, may actually enhance
knowl edge sharing and | earning: creating a
individuals. Although much can be achieved using telecommunication tegeml many

will argue that there remains a strong role for feléace communication.

3.2.5 Other perspectives

Some types of performance improvement are difficult to classify in the BSC perspectives.
Environmental considerations (less commuting) haveenofbeen at the heart of
(governmendriven) telework initiatives, but actual improvements seem to be rather-under
reported. A study from AT&T [16] is an exception, as this reports in detail about the
reduced carbon footprint due to telework implementatiother reported or suggested
6societal 6 benefits include empl oyment oppo
opportunities for lesabled people and young parents.

3.3 Integrated perspective on PM for teleworking

The case for telework as instramntal in achieving important performance improvement
seems to be very strong, despite some potential disadvantages. Using PM as a tool to
manage teleworkers is equally alluring. However, the key in actually achieving such
benefits lies in actively managintpe employees and the organisation to achieve the
envisaged performance improvements. These improvements will not happen by simply
implementing teleworking and just hoping for the benefits to emerge. An integrated PM
approach is needed to actually realigerformance improvements through telework
implementation, including expressing the projected benefits in KPIs and business goals. We
will return to this point after having introduced a technology that we consider to be an
important instrument in supporgrthis kind of PM: Workflow Management Systems.
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4. Workflow management systems

4.1 Information Systems in work processes

We consider Information Systems (IS) to be sets of interrelated components (including
technology, people, processes and procejurexiding to serve, help osupport people
taking acti on [17h 10} I8 arecloselg linkeavto thé chahag€ment and
control of work processesor example, underlying ITenablecollecion and storage of

data about inputqwork) processes ad outputs (see figure 1). This allowsanagers to
supervise and monitor these processes and the people involved, as well as support decisions
about short and long term corrections when appropriate. Moreover, data can be aggregated,
collated and analysearf management information. Ongoing data collection and storage
creates a lot of objectified and quantifiable information that makes control at aeémo

time possible[18]. It is essential at this point to realise that none of these capabilities
inherenly lead to certain behaviours, though they can both limit and enhance the range of
potential actions.

System Environment

Management Control
_____________ < vtecarism

Information System

»{ Input »| Process »{ Output

\ 4

Figure 4 Information System as an organisational control mechanism (Chaffey 20

While they traditionally focus ooollectingandanalysingdata IT is increasinglyalsoused

to supporcommunicationWith reference to Figure,4his communication involves aspects

such as informing employees about targets and consti@upist), providing them with

access to information for executing their tagsocess) reporting progress and output to
colleagues and magers (output) and delivering/receiving feedba@nd management
information In the next section, we will look more closely at the capabilities of a specific

type of IS, namely Workflow Management Systems (WfMSs). Generally categorised as
60f ficeoAuSygmaemsd [19], W MSs have a wide
well-researched.

4.2 Information systems for Performance Management

Several software houses have created specific software to support (high level) performance
management, coining it Biness Performance Management (BPM), Enterprise
Performance Management (EPM) or Corporate Performance Management (CPO). These
systems are intended to support mostly the strategic and tactic levels of PM, providing
support to decision makers in formulatipgrformance enhancing strategies as well as in
monitoring actual performance. This allows for better, faster feedback, by providing real
time analysis of business data in the perspective of KPIs, so problems can be identified and
corrective actions can lhiaken before they become too large

4.3 Workflow Management Systems

Workflow Management Systems are not usually linked to Performance Management, but
we will argue that they have many capabilities that make them very useful for PM. WfMSs
support the definition execution, registration and control of business procd2s A

WIMS takes care of delivering the right piece of work to the right resource at the right time
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[21]. Through the WfMS, users can often access other types of information technology,
such agdatabases, document management systems and transaction systems. Alternatively,
workflow functionality can be embedded in other applications, such as Customer
Relationship Management systems (CRM) and Enterprise Resource Planning systems

(ERP).Together,te se types of systems are often | abe
Syst emso, as they share the capacity to ena
[22]).

Because a WfMS records all of its actions, it provides both historical data, as wesdtas r
time information about the status quo of business processes. This is not limited to
intraorganisational workflows, as there is growing interest in supporting
interorganisationale- Business workflows as well [23]

People employlifferent meanings whetiney talk about th&/fMS, which can be captured

in three dimensions (1) wor kfl ow 6software tool so, w h
wor kfl ow 6systembé (or technical architectur
(or workflows) are organesl and managed. Sakso Van der Aalst and Van Hee [Z4] a

discussion on the important links between Workflomanagementand Workflow

technology Workflow tools enable rules related to business processes to be written into

work systems, thus represengtin t he rul es or o6l ogicd6 of the p
greater automation, both of work itself and the trassion of work elements. Grinter [25]

captures the workflow functionality in three basic steps:

1 Categorisation Reduce the work to be dertio a basic form by breaking up work into
elements such as activities, documents, and user roles.

2 Formalisation Define formal relations between the components of work (business
rules).

3 Automation Use formalism to automate some aspects of the worlebntir

Steps 1 and 2 above are concerned With modelling of business processks which

several modelling languages have been developed. Kettinger et al found 25 business
process modelling methodologie® téchniques and 102 tools [28]he modelling pocess

is usually combined with some business proaestesign aimed at optimising process
flows and coordination, as well as creating more options for automation.

Because WfMS involve the formalisation of business processes, they are mostly associated
with simple, wellstructured routine work, such as claim processing[&8¢ However, as
Grinter for example shows, they can also be very useful in less structured sstitigas
software development [25Different types of Workflow systems have bekveloped for
different contexts, each achieving a different balance between flexibility (being able to deal
with new, unpredictable situations) and supporting standard pro¢28ses

4.4 Supporting performance management with WfMSs

The potential contiut i ons of Wf MSs to PM have a si mi
showed for teleworking. Firstly, WfMSs can support theocess of performance
management. Figure 5, below, shows the main linkages between PM and WfMSs from this
perspective. And secondly, a® will elaborate a little later on, WfMSs can in themselves

lead to improved organisational performance.
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Figure 5 How WfMSs support Performance Management

4.4.1 WfMSs contributions to Managing Performance

Figure 5 show$iow all management levels and operations receive data from the WfMS to
inform their work and decisions. The downward arrows represent tactical and operational
managers manipulating the WfMS, for example to support changes in business processes,

or to inputindividual performance targets. WfMSs are usethtplementactical decisions

on the best way to achieve the corporate goals and KPIs, and alstettt data on the

actual performance(especially on the processes). This performance data appears in
different ways and at different levels. At aperationallevel, management uses it in the
6classicbé6 way to monitor individual out put s
(e.g. the time it takes to respond to a customer request). This informatiosed
continuously to provide feedback on an empl
how to improve it.Tactical management receives data and information that can be used to
analyse process performance in terms of efficiency, effectiveness andmgcdrie KPIs

and business goals will be used to evaluate overall performance. This could lead to a re
design of the business processes, which will also mean changes to the WfMS. At the
strategiclevel, finally, the information based on the data from thé\\& informs the

evaluation of KPIs and Business Goals. This could partly be done uimealtypically

creating secalled dashboards (Business Intelligence), allowing for fast manoeuvring in
response to Performance issues. More typically, this will revgderiodic performance

reviews. It may also inform predictions of future performance (scenarios and simulations),

and the setting of new goals and KPIs.

Clearly, notall relevant performance and operational data will be produced by the WfMS,
(e.g. saleglata, financial data, etc). However, it is the key system for information on the
contribution of the business processes to business performance. It also provides operational
access to many of these data sources.
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Workflow tools can ensure that each itemwaaifrk gets to the right person, while they also
allow monitoring and tracking to check that this has indeed taken place. Also, by using
workflow systems, processes necessarily become much more transparent, generating real
time management information, as e historical data. At a tactical and operational level,

this allows for monitoring the progress of particular items, the performance of given
processes, work groups and individuals, and enables intervention where. \&bdeda

user logs on to a WfMShé system (and therefore others using the system, such as
managers and colleagues) wdknowd who the users are, for which tasks they are
gualified/authorised, and which work groups they are currently assigned to. Additionally,
the system wotk provdodeFar 6example, for a @&
subject of the requisition, when it was sent and when authorisation is due. By clicking on
the subject, the details of the requisition can be viewed. The work list is called up by the
use, and provides details of jobs to be done, as well as where a given job is in the process.

WfMSs can sipport performance management in organisatmaitisout regard to the actual
location of the workers and managefsis is partly achieved by the processiesign
underlying its implementation, for example by digitising document management. This
means that not only employees receive task instructions from the system; they will also
have access to any related documewthkile WfMSs have been specifically deaped to
support workflow in telework (se¢29], [30]) and in virtual enterprises and cross
organisational workflows (see for exampgi]), such applications of WfMS seem to be
rar e. Ortner and Stary suggest t h a tfor cComp:
teleworking has to deal with a higher complexity of workflow management and an
increased need ffdlexibility and coordination [3Q]Studies into WfMSs supporting remote
collaboration, however, generally focus on technical design solutions to overcome
traditional Wf MS-sequerdial thsks (&fB2]).Bgsedwon thehaboreo the
location of a worker should be inconsequential for a WfMS in the first place, provided they
have been well designed and implemented.

4.4.1 WfMSs contributions to improved Business Performance

On top of their contribution to thexecutiorof Performance Management, WfMSs can also
contribute to achieving performanceprovementslirectly. Such improvements follow to a

large extent from the business process redebmjrig possible because of the application of
workflow management technology. Benefits can cover each of the BSC perspectives, from
major financial returns (e.g. ROI), to enhanced customer service (e.g. shorter response
times), improved internal processg@sbviously at the heart of WIMS benefits) and also
learning and growth (for example when repetitive tasks get automated, leading to more
rewarding work for managers and employees). Outside of the BSC perspectives, a key
advantage of WfMS application lies ian enhanced ability for organisations to prove
(process) compliance to external stakeholders.

Additionally, asReijers et al[28] point out, WfMSs in themselvesleliver the following
benefits:

e Less coordination effartthe system will do some (or mostf the (routine)
coordination that previously had to be done by people.

e Higher quality users of the system will always receive at least the minimum
amount of work needed to deliver the required level of quality.

e Higher efficiencythe users will receivetanost the work that is required to deliver
an acceptable result.
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e Higher maintainability the business control flows will be taken away from the
traditional applications (e.g. ERP) and moved to the WfMS. This makes it easier to
adjust the business processand their related IS support.

Considering their close link with business processes, it makes sense to return to our figure 2
for a review of potential contributions of WfMSs to performance improvements.

In terms ofeconomy, WfMSs provide insights intthe use of resources, potentially not just

to managers, but also to workers. This can lead to a more economical use of resources,
especially if KPIs to this effect have been formulated. Less time will be wasted waiting for
tasks and necessary inputs. Pa&ly, it will also be easier to share resources across
business processes, which could be more economical.

As Reijers et al [28] suggest abow#ficiency can be improved by maximising the use of
human resources. Also, the transparency of the work ggeseto both managers and
employees, provide strong tools to monitor processes, and provide feedback where needed.
This can be expected to improve the -laygay process efficiency. In the longer term the

data on processes can be used to analyse efficidity can lead to suggested process
improvements, which can then again be implemented in the WfMSs to achieve the
increased efficiency.

Effectivenesscan be enhanced by a variety of means. With the routine coordination being
done by the WfMSs, there isske room for error in work distribution. Quality of outputs is
helped by, as Reijers et al [28] state, the fact that users receive at least the minimum amount
of work needed to deliver the required level of quality. A worker can, for example, get an
overview of all tasks and data relating to a single customer or claim. This also relates to
performance targets such as delivering a response to a customer within a certain time
period.

5. Workflow Management Systems supporting PM for telework

In this final sectbn, we will bring together the thinking about WfMSs, PM and teleworking,

in order to gain a clearer understanding of how these are linked and support each other. We
will first present and analyse a case study that shows these linkages. Finally, we will

discuss some implications for telework implementation, WfMS development and PM
practice.

5.1 A Case Example: Supporting neighbourhood teams in a local
government organisation

This case studylescribes the implementation of a WiMS tlee Revenue and Benefits
department of a largelK local government organisatiofhis organisatiorserves over
150000citizens and hasnore than 60,000 residential properties and almost 3,000 business
premisesThe organisation presentac | assi ¢c6 wor kf | gstructiied, uat i o
predictable and repetitive processes. Rewenue and Benefitkepartment offers twmain

services: the receipt and processing of council tax bills and payments, and the provision of
housing and other benefits to council residefntgesetwo services are closely linkeat a
management level. To enharmestomer servigeefforts are made talso achievehis at an

operational level.

Data on this case study was gathered in 2003 and Pa0#hg the implementation of the

WIMS, one of the authowas i nvol ved in quality assuranc
development for the project. This took place within a central government funded initiative
intended o6to facilitate the devel opment of

Information for this case study was collected:
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e By participant observation during the implementation period (which started April
2003 and ran for 12 months),

¢ In interviews with the project manager and one ofBeeefits managers, in which
specific attention s paid to the experience#th home working

e Using data from an internal telework evaluation study, which involved 8
participants (all using the WfMS). The study included quantitative performance data
and sickness absence rates, and feedback from telewoddéice workers and
managers.

The WIMS was introduced in response to an audit that showed that the department failed to
meet performance targets, and was not working as efficiently as it could. The new WfMS
was to have two main roles: to automaticallgtgbute incoming tasks to employees in
batches, where previously managers would manually distribute the work; and to route a
random sample of all processed claims to the appropriate supervisors for a quality check.
By automating these flows of work, th&erage claim processing time went down from 84
days in 200203 to 43 days in 20084. Additionally, managers can now focus on quality
control and process improvements, because their role in the initiation of the workflows has
been automated.

The WfMS hasalso allowed the department to form neighbourhood teams. The system
automatically distributes the work based on postcodes. This contributed further to faster
processing and higher output quality. Incoming documents were batched up during the day,
and thenscanned and indexed efite (an outsourced process), and then automatically
returned. Each employee is supposed to be able to perform all tasks within the service.
Tasks involve such things as checking whether clients have filled in forms correctly,
whetrer all evidence and documentation has been provided,-chesking with other
claims, initiating action to correct the claim if needed, and making a decision on the claim.
Following this, the WfMS will automatically generate the appropriate letters.

The organisation already has a policy of providing flexible ways of working, including
home working. The WfMS was seen as a contribution to the sort of IT infrastructure needed
for the introduction of home working in this department. The key advantage off\i& W

for teleworking is that it ensures that the workflow is instant andviay, no matter where

the employee is. Managers can monitor progress, and an audit trail is always available in
the system to identify who has been working on a claim. As and wdtassary, additional

work can be directed to or taken from the homeworker. Between May 2003 and October
2004 a pilot study was conducted, with very positive outcomes. It showed that the home
working trial substantially reduced sick leave, provided employéth a better work/life
balance and helped retain experienced staff; four out of seven employees showed an
average improved performance in excess of 30%, with one employee even averaging an
84% performance increase when working at home.

5.2 Analysis of the case study

The first strong impression from the case study is how both the WIMS implementation and
the telework pilot have led to strong performance improvements. Basically, the WfMS has
been implemented in response to a performance review, basedy@xpkcit performance
targets (that werendét met originally). I n
forced upon an organisation, rather then being the result of strategic positioning. However,
the organisation can still choose to respstrdtegically to such given targets, as has been
the case for this organisation. The WfMS has supported major improvements from the
Customer perspective of the BSC by achieving a huge reduction in the time it takes to
process a claim. At a tactical levelanagement was convinced of the potential benefits of
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process improvements, which have been supported and realised by the implementation of
the WIMS. These improvements also included a rethinking of organisational structures by
forming neighbourhood teanf®ith the aim of enhancing relationships with the community
being served, another Customer benefit) as well as the outsourcing of the scanning and
indexing of incoming documents. The WfMS supports the management of teleworkers by
distributing the work andorwarding a sample of the work to the managers for additional
guality checks. Because there are no physical in/out boxes, this can now easily be done
remotely.

The WIMS enables continuous monitoring of outptdsensure targets are met and no
backlogs @velop.Each employee iseta targetof a number of weighted claim units per

day. These targets are agreed and discussed between the team manager and the individual at
guarterly Operformance review and developm
information from the WfMS is used to help identify whether this is due to a skills problem.

If higher standards are achieved, the employee has the option of advancing to the next
grade.Here the WfMS is seen to contribute to the Learning and Growth pekspéctin

the BSC, as it supports the development of an appropriate -ls&kdés as well as
opportunities for internal promotionsanagers can run reports to see which work items

are not processed by the target date, in order to identify areas and indiitataheed

specific attention, before a substantial backlog is created.

The team supervisors check a percentage of all processed claims, to see whether they have
been handled correctly. The WIMS has enabled managers to target spectiskigteas,

for examplewhere there have been changes in legislation or where inexperienced staff are
employed.This benefits the overall quality of the outpirdividuals can also be shown

their performancé comparison to other workers

The information from the Wf8 was also used to measure performance differences
between homeworkers and those who worked in the office, in order to provide objective
comparative evidence. Because of the WfMS, output monitoring is now independent of the
location of the employees, whichvery helpful for managing the remote workers.

Empl oyees had their reservations about two
work to them, and that the supervisors were watching more closely the amount of work
done. Management defended tlee@nd aspect by stressing that this was done to identify
skill s6 weaknesses, i n order to be able to
performance level up. That the automation of the workflows by the WfMS allowed home
working is considexd a very positive effect.

5.2 Conclusion

The case study demonstrates how WfMS supports PM for teleworking. It might give the

false impression that WfMSs are mainly useful for supporting PM for very structured work
processes. However, it has been demotestrthat WfMSs in themselves are not restricting
management styles to classic performance control approaches, as they have capabilities that
could support a wide range of management styles (see [7]). Performance Management
should al so natr ebhme Sewoembéasofampeddxr mance col
strong context for managing teleworkers, but does not prescribe the actual mechanisms for
control. With PM in place, teleworkers and their managers are provided with a framework

for target setting,monitoring and evaluation. The WfMS helps to implement this
framework and supports the processes of monitoring, evaluation and improvement. All of
this means that teleworkersdé efforts are mo
which may intude those that are directly linked to telework benefits.
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PM is thus a useful framework for managing telework, provided it is not just seen as a tool
for operational management, but as an integrated approach. We feel that this is often badly
understood intelework literature, which either discusses performance improvements, or
managing teleworkers, without explicitly linking both. Workflow management systems are
very strong tools for achieving major performance improvements, but also for
implementing and saporting PM. Such systems are hence very useful in teleworking, as
they will provide both managers and teleworkers with insights in progress and performance,
independent of their locations. The full benefit of WIMSs for PM and teleworking will only

be acheved, however, if management understands their strong capabilities beyond mere
simple process automation and performance control.
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Abstract: The aim of this study is to findut suitable spatial regrements for
creative work In this paper the authors focus ficontent® of communications so

that valuable communication for creative workers should be evaluated on the basis of
quality rather than quantity. However the studies focusing on the qudlity o
communication have not been insufficient. At first, thathos classified the
information that was acquired during conversation in the officetlamdbservation

was carried out usinthe actual officeenvironmentand peopleThen weorganizel

the relaion between communication contents and environmental condition when
people talk in the officeThe features of creative office wemiscussed with the
analysis of the case study.

1. Introduction

In recent years office workers are ofterpectedto produceficr eat i wmerdemm r k 0O
come up with innovative ideas and new knowledge. Because of the substance of the job is
unpredictable as well as the fact that there are many unknown factors, we maptbte

the way sophisticated and compléknowledge socigo functions Therefore, it is
increasingly that the people work as a team and combine joiss.generally said that
creative workers neetb communicate withcolleaguesactively so the wayto produce
innovative knowledge using various special experigiacel techniques isecomingmore
important However,opportunitiesfor faceto-face communication and sharing information

in rooms are decreasingBecauselnformation and Communication Technology (ICT)
enables peopl® worklocationout sideof the office spacesuch as in airports, trains,as; ®

in any urban akong as they havmobile phones anBCs. Therefore a key requirement for

the physical office isfiworkplace for groumso in order to maximize the knowledge
productivity of a company. fiective faceto-face conversations between workers in
physical environments atecomingmore importantn this telework age It is necessary to
make communication active and smoottailimited amount oftime while people arén the

same space.

This study discussesvhat constitutes an ideal spade supportthe workes good
communicate in the offickhirough a case study thiawolves the actual officeenvironment

and peopleln order to find out the suitable environments for the communication we have
grasped the giations of conversation thatcurredn office.
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The authors definethe communication thatproduce an effect or value as good
communication. Communication has been evaluated by questionnaires and observation
about communicatioquantiy that is the numbeof the times conversatiooccurred[1-4].
Nevertheless very few studies have focused on communication contents even though
workersare not expected to have a great deal of communication. Companies still expect
effective communication.

2. Study flow

It is shown the flow of this study in Fig.1. At first,etrauthorsclassified faceto-face
communication into five indexdsy main topics infablel. Then weanalysedhe relation
between the five indexes and eight factors that express the situation of timeirmioation.
Moreover weorganise the situationwhenpeople communicate in tlodfice.

1 Contents of communication (Table.1) 2 Factors of communication (Table.3)

5 contents exchanged in communication 8 factors that are important communication

3 Characteristic situations are suitable for the each kind of the communication

v

How is the good space for communication

Figure. 1. Flow of this study

Table 1 indicates five communidan topics that occurreth the officeandtradedthe new
effect or valueTheauthors classifiethemain topics of communication into fiveategories
(knowledge/ information,experience know-how, idea, motivationanswer/new direction
[ agreement

Table 1.Five topicsthat result from communication exchanges

Index Topic
1. Knowledge / Information Insights, intuitions and thoughts that based on substantive understandings
2. Experience / Know-how Skills, techniques that it is difficult to express.
3. Idea Conception, thought, imagination
4. Motivation Feelings that people want to acléesomething. Incentive for action.
5. Answer/ New direction / Agreement To make decisions, to draw a conclusion.

3. Observation of the actual office situation
3.1.1 Outline of case study

People in twoof all five sectionsvere selected as subjedatsthis company Group A had
29 workers andsroup B had 21 workersand their job was to make peomemfortableto
work in order to increase the efficiency on the compadihgse ifty workersworkedin the
same room.

The case study was carried dot 8 hours a dy duringtwo days (29th and 30th of Nov.
2006). It was continued for eight hours a day from® a.m. 17 00 p.m. A field
observation, video and interval shooting, and questionnaire were carried out.

3.1.2 Office environment that took as object of this study

It is shown in Fig.2 that we carry out this research. The area of this office space i§881[m
This office space is composed 1) personal desks and ,cBaies meeting space, 3) a
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smoking room. We divided object room for this case study into fourszdneA personal

work zone where a person works at a personal space on his/her own desk and chair. Every
desk and chair is laid out islandstyle in the all sections. 2) An avenue zone that was the
widest aisle where it was often busy witlerkersin this floor and from other floord here

are copy machine anstationeriesto share on this zone. 3) A meeting zone had four
meeting spaces and five closed meeting rooms. 4) An amenity zone had vending machines,
hot water service roosand notice boards in tleatranceBath rooms were dahe opposite

side of this room People can see the inside of smoking room which was placed near the
doors because the wall was made of glass.

Personal Desk
and Chair

| menity Zone
Avenue Zone

Amenity Zone
~

M~ Meeting Zone

Figure. 2 The case study office

3.1.3 Survey method

The authordhave recorded all conversatioasd taken pictures of the scene ttoatk place

in this office duringthe experimentVideo recording and interval shooting were carried out

in order to compensate the field research. Wheoommunicationwas finidhed, all
participantshanded in the questionnaires. The people wrote the answers about four indexes
that the observer cé@nexpect on theuestionnairesThe four indexes are as follows. 1)
Trigger that people started the conversation, 2) the main t@)itgpe of the information

that was shared during the conversation and 4) information that was obtained and given
during communication.

3.1.4 Way to count communications

The authors created the data sheets and ddlt@dmunication ID8 andficommunication
scenesd as units to count the number of times communicatiocurredin the office.lt is
describedn the image oficommunication ID8 andAicommunication scene# Fig.3.

- CommunicationiDs

The number of conversations wdisided by topics of the corersation.For example both
short conversations at the personal work zone and long meetings at the group work zone
werecounted a®necommunication ID, because both have one topic for each.

- Communicatiorsituations

The number of conversations waspaated when either aool, place or a person was
changedFor example, if people start a conversation using PC monitor to shadlayittad:
information and then they replace the PC monitor with projector about same topics and with
same member, this commuatmnis counted up to two communication scedes tothe
change oftools and one communication ID because of the same toffiough this
conversation.
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Figure.3.Define of a communication situation and a communication ID

3.1.5 Analysis method

The observation data in table.1.that has lgegheredare summarized in order emalye
communication and environment.

Table. 2. Observation sheet

[When TPhob TWho W here_|How bcom m uncaie Conens. Tel [Q uesbnnaie brcom m uncabn
Toobeopkuse Posbn Post Tager C aeqory Diecbn |Conkns
i
e o 1B 1Usefl Knowéde/hbm abn
Quesb Tine |[Time |cod ey 5Confont qungs, C aseof oM 1Schedued |diecly 2Expeence/Know -
Peron | Person Nunj - Cicum sta thatansw er 2Adhoc 2Usetil 1 how
WELD ||D - |[Esmimd Esmim [ nsame | noher | "°" ber |Pace pEess nces, e the phone peme |t 3Bespoken [ndiecy Acquie |3tea
Bumks cs:;ﬁn ';::" 2”0 secbn | secbn %I::r R Bing :S:;d"g O bsewer ot brother entng gAM IJ 3Uselih 2Gve |4M owvabn
9 Jsmemo odnok T 4Speakb  |hefiure 3Boh |5AnswerNew
5Tum Subordna t ek diecon/,
6Sumound 50 ther 4 reevanat liecbn/Agreem ent
tow ok 60 ther
7N ohing
As
boking Aol;out
20 1651 1609 1612 2AB hoBs [P A E 4 1 q 1
PC ofhei
m onbr. proget
They
moveb |[About
meeng [poges
41 1654 1611 1615 D 2cabhet |- comer |sof c 4 2 1 3 4
afer thei
takng DV
nearhe |pogct
cabhet
About
progres
35 165! 2 sof E B 1 1 1 1
thei
propet
G ek [Abouy
whF hto
Docum sihgon
166 1620 1626 G 2F ns 3 e chai ;ccess
e
hats sewer.
vacant .

In order to grasp the situations we analysed the data we have gotten by the fieldiobservat
and questiones. There are 2 kinds of data that are contained in the eight faec®in 1
Table.3. The five factors-i in Table.3 that observers witnessed in field observation were
contained in the first data. The three factoi® & Table.3 that exainees wrote down in
guestionnaires were contained in another data.

Table. 3. Eight factors that are important for communication

factors contents
1. Time Time that people keep talking in a conversation.
2. Member Same section/ Other section/ Other floor/ Same section and Other floor
3. Total of members How many people participate in the communication
4. Place Where people talk in the office
5. Position The attitude adopted when talking
6. Trigger The reason that the communication start
7. Category of information | What kind of information for the worker
8. Direction of Information | Which he/she exchange the information in the conversation
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Cross Confront Turn

Beside Standing and sitting Surround

Figure.4 Examples of position when people communicate in office

4. Analysis and resuls

4.1 Information that are exchanged between workers

This pie chart in Fig.5 indicates the ratios of five topics that people exedd®iween
workers in the officeAs the diagram indicates, it is clear tfignowledge / Informatioa
were exchanged throbgthe communication in the office with highest frequency and
AAnswer New directionor Agreemeni came nextUnfortunatdy we realisethat the other
three factorsfiExperience/ Know-howo, fldead and fiMotivationo, that were expected as
important factors we fewer thanl0%.

Figure.5. Frequency of information exchange in communication

4.2 Definition and the way to calculate %atios of frequency ’

In order to find out the features of the situation when people communicate iificbetbe

authors compared frequency using the formula in Fi§.o6be concrete, if thigratios of
frequency were around 1, it means the index litike features. The larger the values, the
higher the frequency. The smaller the data, the lower thedrey.In this study, we s¢he

border and considered the indexes that are more than 1.5 and less than 0.5 to be remarkable.
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