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Preface 
 

Dear Colleagues, 

Herewith, we proudly present to you the Proceedings of the 13th International ITA 

Workshop that took place on June 4-6, 2008, in Krak·w, Poland.  

The leading theme of this yearôs Workshop was ICT-supported collaboration and flexible 

working perceived as vehicles for stimulating local development, supporting 

entrepreneurship and building a fully inclusive Information Society. We saw a number of 

very interesting presentations that encompassed various topics, from virtual teams and 

collaboration, to HRM practices related to e-work and related changes in a workplace, to 

flexicurity and regional initiatives. The discussions we had did not concern ñpureò telework 

as such, since there is no more phenomenon of telework ï many of us (much more than the 

official statistics show) do actually undertake some professional activities while away from 

the office. Neither did the discussions concern e-work, because it also has become a norm: 

even more of us use computers, PDAs or Blackberrys for delivering everyday results. A 

major challenge today is, though, to find the way how we can merge distance or multi-

location work not only with appropriate information and communications technologies, but 

also with the right methods that do not negatively influence other spheres of our lives, so as 

to build truly flexible working models. The models which encompass flexibility in terms of 

time and place of work, contractual agreements, or collaborative principles. The models 

that do not constrain individualsô opportunities for self-realisation and employersô 

strategies, and which, at the same time, do guarantee social security, entrepreneurial 

freedom, and sustainable development of local communities. The models which, last but 

not least, leverage human capital to collaboratively and smartly work towards better results. 

We would like to thank all authors for their quality contributions, and all participants for the 

valuable time we spent together. We hope that the papers compiled within the Proceedings 

will be stimulating in their contents and conclusions, and will contribute to strengthening of 

fruitful research collaboration among ITA members. 

 

Adam Turowiec 

ITWô2008 Organising Committee 
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Abstract: New methods of research and development are currently oriented mainly 

on end-user involvement into this process. Living Labs establishment is one of the 

activities supported the collaborative environment and research focused on users' 

needs. The first Living Lab in Czech Republic and only one till now is Living Lab 

WIRELESSINFO, which is focused on research and development for geo-data work 

and geo-data sharing in the Internet. This technology development is based on the 

principles of collaboration environment, open web services, user involvement, 

technology platform development and de-centralized data sources. 

1. Introduction  

The central idea behind open innovation is that in a world of widely distributed knowledge, 

companies cannot afford to rely entirely on their own research but should instead buy or 

license processes or inventions from other companies. Living Lab is a research 

methodology for sensing, prototyping, validating and refining complex solutions in 

multiple and evolving real life contexts. A confirmation of that is visible in mutual 

cooperation among the individual partners (often very heterogeneous) within the living lab. 

Another important idea of Living Lab is to focus on the users and their involvement in the 

process of submissions and the development of new technologies. 

2. Czech Living Lab 

Czech Living Lab (CLL) represents a research and development environment in which 

several research institutions, business companies and regional authorities work with each 

other in order to develop projects in the area of new technological concepts. The individual 

CLL members can be either in a user or researcher position. CLL members assign experts 

into individual teams for each project. The involvement of the CLL members depends on 

their interests and possible benefits which they will get out of each individual project.  

Users out of LL are contacted with the purpose of getting the widest amount of relevant 

suggestions to solutions to any on going existing task. 

Users inside the Czech Living Lab define their requirements on Innovation and these 

requirements create the basis for a definition of the target applications. The target 

applications are formed from collaborative tools ï independent components, which should 

have some of following characteristics - Open Web Services, Collaborative Environment, 

User Involvement for technical solution, Technological platform independence, Re-using of 

existing tools, methods and technologies, De-centralized data sources, Open interfaces. 
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3. Benefits Implementation of the Living Labs idea 

Benefits for groups of users and stakeholders: 

 CLL brings together experts in different fields who cooperate together in special ad-

hoc teams. These members work in different fields of work (e.g. private and public 

institutions, government and universities); therefore their special skills can be 

shared and used by various parties within CLL. 

 The collaboration of companies and universities enables a cross-over of various 

areas - research knowledge can be tested directly by practical testing and again user 

requirements from private companies can be developed more thoroughly using 

better equipped university facilities. 

 Technical tool sharing brings large cost savings. 

 Shared developments in research will help create new processes of geographical 

data transfer, data management, publishing and improve user-friendly applications. 

This is the only way to attract a large number of incoming users who donôt have a 

high level of GIS skill. 

 Benefits for rural environment: 

 CLL activities contribute to the availability of public information by regularly up-

dating, expanding and enlarging information bases and data sources. 

 CLL enables flexible working environments. (Use of internet resources i.e. Email, 

video conferencing etc). Therefore highly qualified people (Who maybe restricted 

by time, family and travel problems) can work flexible hours within a home or non-

fixed office environment. 

 The technologies developed in CLL are combatable with INSPIRE principles. 

Implementation of these technologies enables the user to receive subsidies in a more 

agreeable way (e.g. EAFRD) 

4. Collaborative tools in Czech Living Lab 

MapMan 

The Map Project Manager (MapMan) is a software tool for users who want to create new 

map projects and compositions. Users can use the tool for work focused on utilizing and 

displaying GIS data on the Internet.  

MapMan is capable of creating various map compositions and users can use different data 

sources ï data on a local server, but also data available through web services, which are 

stored on external servers. MapMan can be closely linked to other developed components ï 

metadata and catalogue systems and the visualization map clients. Users can use the 

catalogue function for searching for data on external servers and the visual function for 

project displaying in DHTML client, GoogleMap, Google Earth or other map tools. 

Metadata extractor  

Metadata extractor is a tool that gives access, editing and publishing  possibilities to 

metadata directly from different files through URM portals (documents, presentation, etc.) 

Users can also extract metadata (and then edit) directly from existing URL addresses and 

store metadata on URM portals. Access to information is available through direct URL 

addresses. 
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 Moodle 

A course management system (CMS).  

Moodle is an Open Source software package which helps educators to create effective 

online learning courses and websites. 

The software is used all over the world by universities, schools, companies and independent 

teachers. 

Video lecture 

The objective of video lecture modules is to support on-line lectures given by tutors using 

video streaming.   The technology was developed inside a Naturnet-Redime project using 

VLC library and currently is published under Open Source license. It supports on-line 

training. 

Uniform Resource Management 

Uniform Resource Management (URM) provides a simply understood, well designed and 

user-friendly framework within which communities can easily share information and 

knowledge. In order to effectively share information and knowledge, there has to be a 

standardized system, which will enable a uniform description of information. 

 The basic components, of URM can be divided into the followings topics: 

 Metadata scheme, which defines a universal structure, which can be used for the 

giving of information 

 Thesaurus - represents a database or list of semantically orthogonal topical search 

keys.  

 Geospatial thesaurus ï The Geospatial thesaurus supported search tool for 

geospatial objects (for example gazetteers, GeoParcers, Geocoders) 

 Catalogue service - defines common interfaces to discover, browse, and query 

metadata about data, services, and other potential resources. 

 URM is generally presented in web portal form, which contains the main search functions 

mentioned above and several supporting tools available for registered users. These tools 

support direct publishing of information through a URM portal. 

5. Tools Integration  

Collaboration between SW tools is one of the most important aspects of CLL development. 

Collaborative tools (i.e. tools, which have the ability to interact with other SW tools and 

together create new services) can operate independently of each other but also can be 

integrated into new applications. The decision regarding available tools and utilization 

possibilities (which and how they will be used) depends on two main factors-  

 User requirements for the application and developers agreement regarding the 

possibility of use.  

 The process of designing application covers, analyses of SW architecture and the 

defining of available data sources, services and other existing components. 

An example (Figure 1) presents the system development of data transfer from sensors and 

the publication of the data on the web through open web services. Independent tools 

developed in different institutes are integrated into one web applications.  
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Figure1 The scheme shows tools integration within a Risk Management application. Responsibility of 

the Czech Living Lab members for tools development is also shown. 

Tools used: 

- Spatial Data Management tool MapMan 

- Metadata catalogue system Micka 

- Web Processing Services 

- Mobile Communication Unit 

- Sensors network 

- Satellite Network 

- Web visualization and editing environment ï Open Layers Client 

6. Conclusion 

The Czech Living Lab ï WIRELESSINFO represents an informal group whose members 

cooperate together on various research projects and collaborate in the development of new 

technologies. Software tools development, which comes from user needs, should respect 

principles of collaboration environment, open web services, user involvement, technology 

platform development and de-centralized data sources. The application as metadata and 

catalogue system, spatial data manager, visualization client for geo-data, analytical and 

processing services and other can be used independently each of them, but they can be also 

integrated into wide complex solution in the same time and give full functionality to users 

in the one place. The integration is solved mainly by implementation of the tool into web 

portal, which way gives better services availability to users and system configuration 

possibility. 
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Abstract:  The purpose of this paper is to high-light problems regarding user 

actability and security implementations ï what are the important mechanisms that 

affect actability in usage situations? Alignment between actability and strategic IS-

planning and security issues is of the essence. However, serious gaps in alignment 

have been identified concerning strategic IS-planning as well as in development or 

implementation of security controls, and selection and use of security standards. The 

analysis of the alignment gaps show that there is a need to bring in the users view on 

business requirements in IS, or rather what they need to be allowed to do - to be able 

to work efficiently.  

1. Introduction 

New and innovative software tools that improve the operations of an organization regarding 

speed, quality and ability for collaboration internally as well as with external partners are 

needed by any organization and generally sought for. The goal is to find appropriate and 

organizationally approved software tools (IS) that increase actability to get better usability 

and efficiency. Many organizations today do not allow the IS users to work the way they 

would like to, which hinder the individualsô efficiency as well as impairs the organizationsô 

efficiency and collaboration ability to externals like partners and customers.  

Limiting the usersô actability leads to impaired usability and efficiency. A few well-known 

problems regarding this matter are further described in the discussion section of this paper. 

Alignment is about achieving synergy between strategy, organization, processes, 

technology and people in order to sustain the quality of interdependence and thus achieve 

competitive  

advantage [1]. Aligning business strategy with IS strategy is problematic for organizations 

and is a key concern of senior management. However, alignment may be a moderating 

variable between IS use and organizational performance [2]. 

We have in practice observed that there is often a gap in the alignment between actability 

and:  

 strategic planning of information systems (IS) 

 security controls 

 security standards 

If the gap in the alignment is too big, we have observed that users will try to increase their 

actability by finding ways to bridge or circumvent the limiting factors. This may lead to 

undesigned systems;ò that are informal, have no specification, may not be authorized and 

operate through informal and undefined interactions between individuals and groupsò [3], 

mailto:soren.samuelsson@ltu.se
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or ICT-infrastructures not compliant to the decided security controls - creating negative 

value for an organization from an information security perspective. This problem is also 

discussed in [4, 5].  

Lindstrom and Lundkvist discusses in [4] that there are more IT- and information security 

controls in large organizations than in small and medium sized enterprises (SME:s). This 

hinders the usage of Collaboration Working Environment (CWE) tools when SMEs work 

together with large organizations. This leads to decreased actability. Also brought up in that 

paper is that employees that are used to be able to use CWE-tools like Skype or ICQ at 

home, expect to be able to use something similar at work and will start to find ways to use 

CWE-tools at work even though not allowed. This paper will continue to build on the work 

in [4] but from the perspective of alignment between actability to strategic planning of IS, 

security controls and security standards. 

2. Actability , strategic planning of IS and information security 

¡gerfalk in [6] states ñthat in order to design for usage quality we must have a proper 

understanding of security aspects and the business, its action structure as well as both 

internal and external actors and their professional language use. There is a órequirements 

gapô or at least mismatch between business modeling and system modelingò. Argued 

further is that ñthe main concept of this dissertation, information system actability, can be 

used as an óintellectual toolô in bridging the requirements gapò.  

Dhillon in [5] discusses challenges and principles in managing information security. The 

challenges are classified in four categories: 

1. Establishing good management practices in a geographically dispersed environment and 

yet being able to control organizational operations 

2. Establishing security policies and procedures that adequately reflect the organizational 

context and new business processes 

3. Establishing correct structures of responsibility 

4. Establishing appropriate information technology disaster recovery plans 
The principles are of three classes: 

1. Managing the pragmatic aspects of an organization 

2. Managing the formal rule based aspects of an organization 

3. Managing the technical systems 

Dhillon discusses managing information security and states principles that should cover 

most areas discussed in the challenges, whereas we in this paper discuss an actability 

alignment problem when managing information security. Dhillon mentions that security 

should guarantee ñuseful activitiesò in principle class 3. 

Kankanhalli et al in [7] discusses that organizations become increasingly dependent on IS 

for strategic advantage and operations, the issue of IS security also becomes increasingly 

important. In the interconnected electronic business environment of today, security 

concerns are paramount. Further, small and medium-sized enterprises were found to engage 

in fewer deterrent efforts compared to larger organizations and organizations with stronger 

top management support were found to engage in more preventive efforts than 

organizations with weaker support from higher management. Stated is also that financial 

organizations were found to undertake more deterrent efforts and have stiffer deterrent 

severity than organizations in other sectors. Moreover, greater deterrent efforts and 

preventive measures were found to lead to enhanced IS security effectiveness. 

The work in [7] indicates that users in larger organizations have smaller actability 

compared to smaller organizations. The empirical study in [7] shows that SME:s were 

found to engage in fewer deterrent efforts than larger organizations, that organizations with 
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strong support from top management engage in more preventive efforts than those with 

weaker support, and that financial organizations have a higher level of security. Greater IS 

security effectiveness was achieved when undertaking more deterrent efforts and stiffer 

deterrent severity.  This paper discusses where gaps in the alignment between actability to 

strategic planning of IS and security controls may arise - and one contributing factor may 

be the size of the organization as indicated in [7] 

Kolkowska et al in [8] have in their literature review looked at the conflicts between 

usability and information security. The paper discusses among many things that 

administrators are struggling to maintain adequate security and at the same time they have 

to consider usersô (and business) requirements of accessibility, privacy and usability. 

Further, the paper discusses also that solutions to problems with configuration and 

administration of security products are for instance to consider usability in the design and 

choice of security mechanisms. Suggested is to consider users perception in planning and 

implementations of access control. Security mechanisms incompatible with these 

perceptions may be circumvented by users and thereby undermine system security overall. 

The work in [8] had the perspective of usability and information security, whereas this 

paper discusses the alignment between actability, strategic planning of IS and information 

security on a higher level. 

Tettero et al. in [9] means that the security requirements are based on the overall security 

view of the organization, as set out of policies. Also argued is that the requirements must be 

defined by the users or the management in such a way that they fit the organization. Both 

approaches are based on the expectation that the actors and clients know all the 

requirements related to security. This requires education of the actors to express the security 

requirements. 

This paper considers that there are more factors to consider than in [9] affecting actability 

in IS. This paper also means that it is important to understand how security related factors 

may affect the actability when using IS.  

As a reaction from business process modelling used today where shortcomings concern 

security requirements, Zuccato in [10] argues for a holistic security requirements 

engineering process using three different sources:  

1. Risk analysis and the security management standard 

2. Functional/non functional requirements 

3. A holistic set of security requirements.  

Zuccato means that combining different sources as risks, business processes, stakeholders 

and environmental demands get a holistic set of security requirements. We agree with 

Zuccato that today there are shortcomings regarding security requirements. 

3. Methodology 

The research presented in this paper is mainly conceptual and based on existing security 

and IT-alignment literature. However, a few focused discussions with practitioners have 

verified the identification of a knowledge gap concerning actability in both security and 

alignment research of today.  

The literature review revealed that areas such as strategic planning of information systems, 

security controls, and security standards are chiefly concerned with characteristics of the 

areas as such, and less concerned with the relationship between the areas, which would be 

the alignment between the areas from an actability point of view.  

In order to verify the literature review we also did interviews with four (4) project managers 

and four (4) end-users that have great experience in security implementations in large 
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organizations. The interviews were semi-structured in so that the informants could give 

input regarding IT-security architectures implementations. Specifically, the informants was 

able to provide data for what kind of tools different implementations have used, what kind 

of needs end-user required, how they were using tools for working together and 

performance of work tasks as well.  

The approach of combining conceptual review with semi-structured interviews increased 

the validity of our research concerning alignment of different security areas. In so doing we 

aligned our research methodology to the concept of theoretical validity and interpretative 

validity [11]. Theoretical validity refers to the explanation of the phenomenon studied, and 

not only a description of the facts or an interpretation of the underlying meaning. This type 

of validity is concerned with the theories or concepts used to explain the meanings of action 

are explicitly related to studied phenomenon. Most important is that the chosen theories can 

be presumed to reveal a true picture of the contextual conditions that is subject of inquiry. 

Interpretative validity is meaning oriented concept and accounts for the abstractions that is 

employed by informants rather than theoretical abstractions. By combining these two 

concepts of validity we were able to create meaning of the phenomenon under study, i.e. 

actability.   

4. Alignment 

Alignment is seen to assist a company by positioning the IT strategy in a closer relation to 

the business strategy. The outcome of this relationship is improved IT effectiveness and 

higher profitability [12, 13, 14, 15, 16, 17]. Three trajectories have been defined in 

alignment research: the return on IT-investment, the way that IT can provide direction and 

flexibility to react on new opportunities, and the social dimension of information alignment.  

The research on investments in IT explores alignment via the economic perspective. Both 

positive and negative effects are identified of the value-relationship between IT and the 

business. For example, Hitt and Brynjolfson in [18] did not find a positive link between the 

amount of money spent on IT and profitability of the firms. Also, technology is typically 

treated as a cost centre or viewed as an expense rather than an enabler of business value 

[19]. The issue of whether IT brings any value to the business is seen as a matter of return-

on-investments. Markus and Soh in [20] argues that IT-assets is something that not 

necessarily improve organizational performance but if structural factors such as firms size 

and information intensity is taken into account, then the spending in IT may improve 

performance. Other research on the value that IT brings to the business has specified that IT 

increases productivity and customer value [21, 22]. Clearly, when organizations stress the 

importance of managing customer relationships and how they internally correspond to its 

environment, the IT value may be enhanced by finding the right fit between external 

positioning and internal arrangements [23]. Papp in [24] suggests that this can be achieved 

by setting managerial focus on the relationship between IT and core competences and IT 

scope.  

The second trajectory is concerned with developing competitive advantages and flexibility 

to react on new opportunities. Research in this group employs a strategic management 

perspective in which alignment is explored from the perception that the business and IT 

should contain statements that visualizes how IT is linked to the business. The outcome of 

strategic alignment is excellence in firm performance [15, 16, 25]. Blili and Raymond in 

[26] outline a formalized approach for IT alignment in SME:s, in which threats and 

opportunities and critical success factors are supposed to guide managers in their attempts 

of making strategic business use of information technology. Often these perspectives are 

explored via a resource based view of the firm. This is an approach to evaluate the firmôs 
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resources as a base for its strategy, and subsequently alignment is viewed as a means to 

allocate valuable IT resources. In detail, resources include technical, human, and intangible 

factors [27, 28, 29, 30]. Technical recourses are i.e. databases and IT-infrastructure. Human 

resources are i.e. skills of IS professionals. Intangible resources are i.e. the partnership 

between IT and business units. 

In addition, there are work in IT alignment that differs from the above mentioned 

discourses. Some work build on the underlying social assumption that there are shared 

norms and harmony of interest between parties that influence the relationship, which leads 

to, for example, trust issues that is not conveyed by the strategic management and the 

economic perspective. Research in this group show an alternative view of alignment by 

extending the focus beyond strategic planning and transaction costs to include issues, such 

as, knowledge sharing among groups of humans [31]. Reich and Benbasat in [32] also 

emphasize the social dimension of information alignment as they study factors for 

alignment between business and information technology objectives. Examples of these 

factors are: work experience among IT managers, and education level. Konsynski and 

Tiwana in [33] emphasize the need for new perspectives on IT alignment and argue for a 

move from alignment to aligning, meaning that an inter-firm relationship is an ongoing 

process and not a discrete event where managersô mechanistically use classical notions of 

strategy formulation. While such new ideas, or rather focus of interest, are emerging in 

research of IT alignment it is still biased by the strategic management focus and the intra-

organizational focus. 

We have developed a model used to discuss the gap in alignment between actability to 

strategic planning of IS, security controls and security standards, bearing in mind the 

alignment theories and looking at the alignment from an IT- and information security 

perspective.  

 
Figure 1: Alignment gaps between user actability, strategic IS-planning, security 

controls and security standards from an information security perspective 

4.1 Actability, usability and efficiency 

Actability has been defined by Goldkuhl and Rºstlinger [34] as ñan information systemôs 

ability to perform actions, and to permit, promote and facilitate the performance of actions 

by users, both through the system and based on information from the system, in some 

business context. The ódegreeô of actability possessed by a certain IS is always related to 

the particular business context.ò Goldkuhl and ¡gerfalk in [35] adds that ñThe business 

context includes actorsô pre-knowledge and skills relating both to the IS and the business 

task to be performed. Therefore, IS actability is not a static property of an IS, but depends on 

the social structures surrounding it. Please note that the issue is not whether usability should 

Strategic planning of IS 

Security controls Actability  

Security standards 

gap observed 

gap observed 

gap observed 
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be considered part of actability, and actability an extension of usability, or vice versa. The 

issue is to make information systems more actable and thus more usable.ò  

The theory of information systems actability includes a distinction between three type of IS 

usage situations; Interactive usage situation (where users performs actions interactively 

together with and through the system, like in a sales manôs dialogue with a customer using 

an IS sales tool), Automatic usage situations (where the system performs actions by itself 

based on predefined rules), and Consequential usage situations (where users performs 

actions based on the information from the system). 

According to Goldkuhl and Rºstlinger [34] a computerised system ñis an action system. It 

is both an instrument for performance of action and a support tool for humans to perform 

their actions. Information systems should be actableò. Also ¡gerfalk in [36] sees actability 

as an important information system quality ñmetricò ï a concept that goes beyond usability. 

Cronholm et al. in [37] present actability as a concept that builds on usability to take the 

social context of human-computer interaction into account.  

One definition of usability that is closer to the user actability perspective is that of ISO 

9241-11 [38]: ñthe extent to which a product can be used by specified users to achieve 

specified goals with effectiveness, efficiency and satisfaction in a specified context of useò. 

This definition includes context of use. A deeper comparison between the concepts of 

actability and usability is made by Lev®n in [39], Cronholm, ¡gerfalk and Goldkuhl in 

[37], Goldkuhl and ¡gerfalk in [35], ¡gerfalk in [40], and ¡gerfalk, Karlsson and 

Hjalmarsson in [41].  

Thus, usability promotes an important perspective but needs to be extended and 

reinterpreted in order to put more emphasis on the business context in which the interaction 

is taking place. Information systems should be usable not only in the context of interaction 

but also in the context of business action (for all actors involved). In order to design for 

usage quality and actability we must have a proper understanding of both security aspects 

and the business; its action structure as well as both internal and external actors and their 

professional language use. 

Adler and Winograd in [42] means that the importance regarding efficiency is how well a 

system supports higher level cognitive processes including the social interaction within an 

organization. Efficiency from an actability terminology is primarily comprised of the 

actorsô and organizationsô ability to create values by conducting actions both within and 

outside the organization. 

4.2 Strategic planning of IS 

Strategic planning of IS  can be defined as by Ward and Griffiths in [43] like "the planning 

for long-term management and optimal impact of information,- in all its forms, information 

systems (IS) and information technology (IT), incorporating manual and computer systems, 

computer technology and telecommunications. It also includes organizational aspects of the 

management of IS/IT throughout the business."  

Information technology has long been advocated to be a critical resource and as such 

understood as an enabling technology for organizations to accomplish business objectives 

at the micro level [44]. 

When considering the processes and information needs in an organization it is essential to 

have an understanding of the organization's current structure, relationship and the people it 

is composed of. These organizational dynamics form an important input to the planning 

process. It is necessary to understand the environment and its skills, resources, values, 

culture and social interactions, as well as the management style and its relationship with the 
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external environment. These aspects become increasingly important when the magnitude 

and pace of change have implications for all aspects of the business [45]. If considered, 

these aspects may improve the actability. 

Constantine in [46] means that ñthe richest information and most advanced functionality is 

of limited value if it is not useful and easily used within the context in which it is neededò. 

The usersô situation needs to be factored in during the strategic planning of IS as otherwise 

an organization may get advanced IS that is not supporting the users in an optimal way (i.e. 

increasing their actability) or just have very limited usefulness. 

Other research shows that there is alignment problems between more entities in the model 

described in figure 1. Doherty and Fulford discuss in [47] that the alignment between 

strategic planning of IS and security policies (i.e security controls) is often missing, 

whereas if addressing the alignment it could give six benefits raising the security level. 

Further nothing is mentioned about actability in the model they introduce.  

Sipponen discusses in [48] that there are problems in the alignment between strategic 

planning of IS and security standards in the aspect of action research where information on 

how the objectives of security standards are attempted to be met in organizations where 

they are applied. The four security standards analyzed do not state what is needed regarding 

strategy and alignment and are only baselines. 

4.3 Security controls 

One definition of IT- and information security controls is that of [49] where the controls are 

divided into three different parts: administrative, technical (logical) and physical, which 

combined should work in a synergistic manner to protect an organizationôs assets against 

risks. Reducing or mitigating risk is part of the risk management process of any 

organization, where the intention is to mitigate the risks an organization faces using 

different perspectives as business impact, cost/benefit, customer or partner confidence etc. 

Hºne and Eloff discuss in [50] that the alignment between security policies (i.e. security 

controls) and security standards is good since security standards provide a starting point for 

determining what the information security policy should consist of. However, the security 

standards are not comprehensive in their coverage and tend to rather address the processes 

needed for successfully implementing the information security policy. Also stated is that 

the information security policy must fit with the organizationôs culture and must therefore 

be developed with this in mind. 

The combination of security controls used in an organization should be based on risk 

management, and senior management needs to decide a level of security where the risk 

mitigation is acceptable since it is not possible for most organizations to reduce or handle 

all risks. Handling all risks is too costly and time consuming to do, especially in a dynamic 

environment affected by both internal and external changes. Straub and Welke in [51] 

describe a planning model for management decisions to cope with system risks, which 

could be used by organizations to help select an efficient combination of security controls 

to manage and reduce system risks. 

4.4 Security standards 

IT- and information security standards can be defined as by Wool in [52] that ñsecurity 

experts have long been saying that secure systems, and especially security standards, need 

to be designed through an open process, allowing review by anyone. é Unfortunately, even 

openly designed standards sometimes result in flawed é systems. A standards body 

involves many parties with conflicting agendas, many of them powerful corporations. 

Furthermore, a standard is not measured by excellence or novelty. It should be a working 



 

 

21 

ITW2008 13th International ITA Workshop  |  Krak·w 4th ð 6th June, 2008  |  Conference Proceedings 

design that is an acceptable compromise between the interests of all the parties involved. In 

short, a standards body is not an environment that encourages scientific discourse. Finally, 

even supposedly open standards bodies sometimes have onerous requirements that may 

discourage scientists from participatingò. 

Sipponen in [53] means that information security management standards, focus on the 

existence of processes and not the content of what it is securing. Information security 

management standards like ISO 17799, GASPP and SSE-CMM which are widely used and 

advocated by researchers and practitioners have a limitation in that they focus on ensuring 

that security processes exist while being unconcerned about how these security processes 

can be accomplished in practice. 

We have looked at what is stated in some of the most common standards on the alignment 

between actability to strategic planning of IS, security controls and security standards. The 

reason for doing this is to find out if there is any guidance to also include the aspect of 

actability in the security work.  

Many standards and frameworks like NIST, ISO 17799, and CISSP states that usability 

should be considered together with business requirements. However, nothing regarding 

actability has been found. This could be explained by the fact that usability is attributive in 

nature while actability is relational oriented. Security standards are often also used as input 

to for instance security policies (security control). Below are some more specific statements 

found in the NIST, ISO 17799 and CISSP. 

NIST 

Souppaya et al. in [54] stresses that ñthe testing configuration of the IT product should 

match the deployment configuration. In some cases, a security control modification can 

have a negative impact on a productôs functionality and usability, or on other products or 

security controls. Consequently, it is important to perform testing to determine the impact 

on system security, functionality, and usability, and to take appropriate steps to address 

any significant issuesò. 

Wack et al. in [55] states about psychological acceptability ñéthe security mechanisms in 

place should present users with sensible options that will give them the usability they 

require on a daily basis. If users find the security mechanisms too cumbersome, they find 

ways to work around or compromise them.ò  

ISO 17799 

The ISO 17799:2005 [56] standard states that information security is the protection of 

information from a wide range of threats in order to ensure business continuity, minimize 

business risk, and maximize return on investment and business opportunities.  

ISO 17799 is a code of practice for information security management and the structure of 

ISO 17799 is that it provides a list of security requirements an organization should satisfy if 

they want to undergo certification. The requirements are grouped in ten key controls. The 

idea behind the key controls is that an organization should have a balanced approach 

towards security covering the most critical areas.  

Information security is achieved by implementing a suitable set of controls. These controls 

need to be reviewed and improved to ensure that the specific security and business 

objectives of the organization are met. This should be done in conjunction with other 

business management processes.  
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CISSP 

One òpractioners industry frameworksò is the CISSP (Certified Information Systems 

Security Professionals) guidelines of the (ISC)
2
 -organization1. In one of the most popular 

books used to prepare for the certification exam [49] the following were found: 

 An example of security management states that needed when securing an 

environment is still to allow the necessary level of functionality so productivity is 

not affected.  

 The Availability in the CIA-triad (Confidentiality, Integrity and Availability) should 

ñensure reliability and timely access to data and resources to authorized 

individualsò.  

It could be argued whether the impact from security standards on user actability is direct or 

indirect. A security standard may have direct impact via a system security policy, for 

instance password policy, or indirect via an organizational security policy. 

5. Discussion 

Our focus is horizontal rather than vertical, i.e. the relations are important for actability 

rather than fit between formulas such as strategic planning of IS and security standards. 

Thus the concept of alignment is better suited for our purposes than the concept of usability. 

There is a body of literature concerning actability and one concerning usability in 

connection with our other key concepts; strategic planning of IS, security controls and 

security standards. The combination of these key concepts with actability makes it possible 

for us to further explore alignment gaps.  

According to our literature review, IT-Alignment is seen to assist a company by positioning 

the IT strategy in closer relation to the business strategy of a company. The outcome of this 

relationship is better IT effectiveness and higher profitability [12, 13, 14, 15, 16, 17] and 

identifies two trajectories in alignment research: The return on IT-investment, and the way 

that IT can provide direction and flexibility to react on new opportunities.  

Our problem discussion on alignment between actability and the different levels of security 

follows the IS management trajectory which aims to explain how organizations can act and 

react on changes in the environment. In that respect, this paper outlines the importance of, 

not only, considering the strategic levels when discussing alignment, but also to incorporate 

technical and matters of standardization in such discussion. 

There is a need to include groups of users with advanced requirements on user actability 

during planning of IS and implementations of security controls and security standards. The 

usersô requirements on actability, i.e. the business requirements, need to be factored into the 

process during the initial requirement gathering, during the implementation and testing, as 

well as after a period of practical use when having found out limitations and missing 

functionalities needed. 

Users in larger organizations often have smaller actability than users in SME:s. As it seems 

like organizations more and more use IS to get a strategic advantage, the security concerns 

grow accordingly. SME:s engage in fewer deterrent efforts, especially when top 

management is not explicitly supportive of such efforts [7]. Organizations with strong 

support from top management seem to engage in more preventive efforts than those with 

weaker support [7]. One question that arises is if it is possible to keep the usersô actability 

                                                 
1
 For more information on CISSP and the (ISC)

2
-organization, please visit: https://www.isc2.org/cgi-

bin/index.cgi 
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in an organization as the organizational size grows and the dependency to IS increases, or if 

it is too hard or costly to do?  

Theoretical support for alignment of usability, strategic planning of IS and information 

security is vast. A proper understanding of the business, its actors and conditions is 

necessary in strategic IS-planning and development of security controls and standards. 

Understanding of the organizational dynamics, skills, resources, values, culture, social 

interactions, management style and external environment is important for the planning 

processes. Any added functionality in IS must be useful and easily used within the context 

in which it is needed.  

The information security policy must fit in with the organization and its culture and both 

users and business requirements should be considered when deciding on security controls 

and standards. When implementing security controls and standards, testing of their impact 

is needed to get a good or at least acceptable result. If possible, users should be presented 

with options that give them the actability they require. Security controls must be 

implemented and security levels must be set so that the necessary levels of functionality are 

acquired and productivity is not negatively affected.  

We have however in practice identified, both in own research and reports from other 

research efforts, a number of alignment gaps. Alignment between strategic planning of IS 

and security policies is often missing. Alignment between strategic planning of IS and 

security standards is poor due to the standards not providing guidelines for alignment. 

Many organizations today do not allow the IS users to work the way they would like to, 

which hinder the individuals efficiency as well as impairs the organizationsô efficiency and 

collaboration ability to externals like partner and customers. Security standards do not 

provide support alleviate solutions to this problem since they mostly focus on security 

processes rather than how the processes can be realized. 

Users might need or would like to use software tools that for security reasons are deemed as 

not approved. For instance, the Sarbanes-Oxley Act requires a paper trail of all instant 

messaging (IM) traffic for corporations under the supervision of the United States 

Securities and Exchange Commission (US SEC), browser and http protocol problems, web 

mail security, IM-tool flaws, unsecure voice over IP (VoIP), H.323 and session initiation 

protocol (SIP) vulnerabilities [4]. These user needs should not be ruled out before a check 

has been conducted if there are appropriate security solutions that handle the issues or if 

there are other similar software tools without the security issues that could be used instead. 

Organizations need to get better to exploit possibilities to improve actability and not by 

default rule out new opportunities by stating that ñour security policy will not allow thatò. 

Another question is how should small groups with a larger need of actability be handled 

within an organization? One example is groups with very outgoing tasks and that work on 

an international basis. Another example may be sales executives, industrial or academic 

researchers that likely have a much larger need than internal administrators. As mentioned 

earlier, if actability is impaired it is likely that some users will try to increase their actability 

by bridging or circumventing the limiting factors if they need it to do their work. This may 

lead to undesigned systems or IT infrastructures non compliant to the decided security 

controls ï leading to negative value for the organization looking at it from an information 

security perspective. From other perspectives like efficiency, the increased actability from 

undesigned systems may however be considered as beneficial. 

Looking at the alignment gaps discussed in figure 1 from a rather practical point of view, 

we can find examples of gaps in our own working environments like: 
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 Actability - strategic planning of IS: The userôs needs or requirements (business 

requirements) on IS are not part of the process of strategic planning of IS. Strategic 

planning of IS need to look beyond the properties of IT and acknowledge human 

action as a vehicle to sustain compliance with user needs. 

 Actability - Security controls: Security policies do not allow the usage of IM-tools 

like Skype, ICQ and poorly selected and configured antivirus, boot protection 

software etc. that hangs the personal computer or almost makes work outside of the 

ordinary LAN impossible limiting the usersô work (that depend on an IS-

environment with good actability to be able to conduct the daily business). Thus 

security controls need to take into account user needs as well as be well developed 

and implemented in the organization. 

 Actability - Security standards: The organizational information security policy states 

that the security management should comply with the ISO 17799 standard (or the 

Swedish adaptation called BITS), rendering the users to work in an environment 

where actability is not part of the (important) input to the security processes 

affecting the users. It could be explained by the fact that security standards are 

universal concepts without connection to contextual settings. Security standards are 

attributive and therefore easy to use when guiding policy writings, often used for 

check-outs to ensure comprehensiveness of policies, for example in certification 

matters. 

6. Conclusions 

The alignment problem high lighted in this paper needs to be considered by any 

organization to both keep their users happy and working efficient, as well as maintain an IS 

environment that complies to the organizational security controls and selected security 

standards. Actability need to be considered in the strategic planning of IS, development or 

implementation of security controls, and selection and use of security standards. Otherwise, 

the problem with poor alignment is likely to arise leading to impaired actability.  

If the users need or would like to use software tools that for security reasons are not 

approved, they should not be ruled out before it has been investigated if there are 

appropriate security solutions that handle the issues or if there are other similar software 

tools without the security issues that could be used instead. Organizations need to get better 

to exploit possibilities to improve actability and not by default rule out new opportunities 

by stating that ñour security policy will not allow thatò. 

It seems that there is a need to bring in the usersô view on business requirements in IS, or 

i.e. what they need to be able to do to work efficiently, and in the security related work in 

organizations when usersô actability is affected. As this is a problem, we need to get better 

at implementing security and security processes in practice [53] as otherwise security will 

be something that frustrates users and makes them find ways around the security controls 

[4]. 

7. Future work 

How to avoid frustrated users, impaired productivity and deficiencies in efficiency by 

investigating the gap in alignment between actability, strategic planning of IS, security 

controls and security standards is an interesting area for further research. Of interest is also 

if and how different situations, contexts and user groups could be used to decrease the 

alignment gaps at design and development of new IS, change of existing IS, and 

implementations of security controls in an existing IS/IT environment. 
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Avision et al in [57] have created a model to measure alignment, and it would be interesting 

to use if adapted to measure alignment regarding actability. 
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Abstract. A key element for companies is the sustainability of investment. The 

development of innovative solutions for new markets requires investment might be 

supported by sensor-based systems.. Standards can help guaranteeing long-lasting 

solutions ï they canôt guarantee market success. The eHealth domain is a 

challenging one from the standardization viewpoint as is combines different areas 

like identity management, security, sensors, safety, ethical and social guidelines, and 

advanced technologies for bioengineering and biomedical devices. Existing and 

emerging standards, norms, specifications, technical reports, best practice papers, 

and policy guidelines need to be known to all stakeholders involved. Awareness, 

confidence, and acceptance of security solutions in eHealth complete the catalogue 

of required activities to be performed by major Standards Developing Organizations. 

The EU project BioHealth aims at increasing the stakeholdersô knowledge about 

existing and emerging security, identity management and sensor standards in 

eHealth. Awareness for sustainability levels of solutions is the key to acceptance. 

The article aims at describing how information on applying security, identify 

management and sensor standardization can be provided to the users and how this 

awareness activities are structured and performed. 

Keywords: eHealth, Sensor, Security, Safety, Standardization, BioHealth, INNOVA 

Int roduction 

Advanced information and communication technology (ICT) is todayôs backbone of 

companies, research institutions, and the public sector. The ICT infrastructure is hereby an 

important part of the organization infrastructure. ICT gets of increasing interest for the 

society regardless whether users typically just search for reliable information on the 

Internet, write or receive emails, create documents, or use online shops for different 

business or personal purposes. Attacking an ICT infrastructure may lead to unauthorized 

access to, or modification of, data, loss of data, loss of availability of services, and loss of 

performance. In a standardized manner, those threats must therefore be analyzed, risks must 

seriously be validated, and countermeasures need to be defined and adequately 

implemented. Standardized ICT security and related safety and privacy measures are thus 

of high and even growing importance in virtually any social sector or business area 

including the eHealth domain [1]. 

Materials and Methods 

Healthcare around the globe in developed countries, developing countries, and countries in 

transition is turning towards shared and personal care providing an integrated care 

approach. The underlying paradigm change is bound to an ICT-based communication and 
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cooperation network between different providers involved in patientôs care. Challenges of 

increasing quality and efficiency requirements in the domain need to be met not only by 

local and regional providers but increasingly by national and European networks of 

healthcare establishments and health professionals. The application of respective standards 

increases both technical (functional) and semantic interoperability between all stakeholders 

that form the domain of eHealth. 

eHealth Stakeholder Requirements 

The aspect of an active citizen and patient involvement and patient empowerment in the 

healthcare and welfare processes is an important pre-requisite for achieving the success 

expected by many developed countries. Health cards, sensors and other trustworthy and 

secure (personalized) devices do play an important role in this process. They allow 

developing an integrated eHealth environment by integrating health informatics, patient 

integrity, and patient integration. Keywords to foster these processes are -of course- health 

information systems, public surveillance systems, health card, token, and device-related 

technology but also the role of these tokens and devices in the process of patient 

integration, their security functionality for data integrity and patient integrity, the problems 

concerning access rights, and related data protection and privacy aspects [2]. 

Security and Safety Requirements 

The related security requirements in the medical area are technically not that different from 

other application domains. Apart from a very demanding and dynamic privilege 

management and access control policy, medical solutions (hospital information systems, 

radiology information systems, Lab systems, GP office software, and many other 

applications) base their security solutions on proper authentication (identification and 

verification), identity management, confidentiality, integrity as well as availability and 

accountability [3]. Additionally, aspects of electrical safety, mechanical safety, and 

especially personal safety play an important role as safety of patients overrules virtually any 

other legislation in case of emergency. 

Technical Requirements 

Wireless and contactless identification is a promising technology for applications such as 

inventory and health supply chain management, logistics, transportation, and access control. 

Radio Frequency Identification (RFID) has already proven its strengths to efficiently 

collect, distribute, store, and analyze information on traced objects. EPC Information 

Systems is the global standard for sharing collectable information in the supply chain. Near 

Field Communication (NFC) is used in short-range wireless interaction in consumer 

electronics, mobile devices and PCs. Biometrics is the technology for secure identification 

and authentication based on methods for uniquely recognizing humans based upon one or 

more intrinsic physical or behavioral traits. 

Major SDOs in the eHealth Domain 

Sustainability in applying and using advanced standards requires awareness for, and 

confidence in, active SDOs in the domain of eHealth and related technical domains. A few 

of these SDOs shall be mentioned here as they provide liaisons to the project. From the ISO 

perspective, its ISO TC 215 ñHealth Informaticsò, ISO/IEC JTC1/SC17 ñCards and 

Personal Identificationò, ISO/IEC JTC1/SC27 ñIT Security Techniques and Identity 

management (IdM)ò, ISO/IEC JTC 1/SC 31 ñAutomatic identification and Data Capture 

Techniquesò, and ISO/IEC JTC1/SC37 ñBiometricsò. Regarding CEN, its mainly CEN TC 

251 ñHealth Informaticsò and CEN TC 224 ñPersonal Identification, Electronic Signature 
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and Cards and their Related Systems and Operationsò as well as CEN/ISSS with different 

groups. In addition, SDOs like IEC, IEEE, ITU, and ICAOôs ñNew Technology Working 

Group (NTWG)ò shall be addressed. Recently, ISO/IEC JTC1 decided to establish an 

expert group for standardization requirments from sensor-based systems. 

Strategy and Approaches 

Within a project lifetime of just 24 months for the BioHealth project, special aspects need 

to be addressed. Right from the beginning, BioHealth experienced a well-balanced 

consortium of people actively involved in different SDOs, and people working in 

community building and stakeholder formation [4]. Three areas of activities were explicitly 

identified: 

1. Enforce the advanced use of security-related standardization results in eHealth (both 

existing and emerging ones, both inside and outside the domain); 

2. Identify existing gaps in security, safety, privacy, and IdM standardization for 

eHealth and sensor-based systems to give reasonable feedback to SDOs; 

3. Watch critically the introduction of new tools in eHealth safety and security and in 

related ID management and sensor-based technologies (e.g. biometrics, NFC, RFID) 

Strategy and Approaches 

Most of the eHealth standards that were identified being important for the BioHealth 

project aims and goals are ICT based as eHealth is defined as the combination of traditional 

medicine with means of advanced telecommunication and informatics (health telematics) 

and telemedicine. 

Existing and Emerging Standardization and its Relevance 

The major aspect of fact finding and analysis is the adoption and adaptation of existing (and 

emerging) standards from other domains where respective healthcare policies are 

applicable. The project has therefore established working collaborations with several SDOs. 

Some of these liaisons are based on the active work of BioHealth consortium members (e.g. 

ISO, CEN, ICAO, HL7, and ETSI); some persons actively involved in standardization were 

contracted. The problem of getting results forwarded to the project-unaware user 

community is a well-known one. Itôs thus very important to make the project known and 

recognized among the stakeholders (e.g. by website, workshops, presentations, newsletters). 

Additionally, the project goes for the definition of complex scenarios aiming at comprising 

different standards communities addressed (security, safety, privacy, RFID, NFC, passport, 

cards) to attract many stakeholders. 

During the course of the project it was found that 24 months are certainly enough time to 

figure out the problems in advanced eHealth standardization but arenôt enough to address 

and solve them properly. Thatôs why the project has started bringing the analyzed and 

summarized results into an online tool (a repository) with facilities for both an advanced 

search (based on keywords and categories) and a standards entry functionality which is 

administered and monitored by the consortium members. The repository is expected to be 

fully operable by the end of 2007 [4]. 

Based on the online repository, thereôs a need for a successor project with longer lifetime 

that is able to address the supply chain in eHealth including the large and small companies 

on the market of hospital information systems, health information systems, and 

departmental systems. Moreover, the favorite strategy in long terms is an initiative 
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supported by European Union, European Commission, and SDOs for keeping the analyzed 

and summarized stakeholder-focused standards knowledge up and running. 

Sustainability of Standardization Efforts 

All stakeholders have to take into account that the medical domain is a very traditional 

domain with roots dating back to ancient times and to the Hippocratic Oath [5]. So 

medicine considered a complex domain as such. The respective medical domain knowledge 

heavily influences the medical workflow which does not make it easy to go for alterations, 

and process updates. Specific health domain requirements must indeed be derived from 

ethical, organizational, legal, social, religious, and cultural aspects. Medical secrecy, related 

privacy and the trustworthy doctor-patient-relationship is the very basis for a successful 

treatment [6]. But technology can be adopted from other domains; medical knowledge and 

policies shall be provided. An example is the standards family ISO 27000 on ñInformation 

Security Management System (ISMS)ò. Harmonization is not a one-way business, it needs 

to be a win-win activity [7]. 

Thereôs no doubt that many purely technical standards from different domains (e.g. IdM, 

biometrics, RFID, certificates, cryptography, signatures, keys, devices, EMC, etc.) will 

extensively be used for eHealth applications. Other standards need to be adopted and 

adapted (e.g. by developing its own healthcare-specific profiles or sets or parameters) for 

medical purposes. Examples are standards on security infrastructures, cards and tokens, 

sensors, medical devices, and medical software. The domain knowledge needs to always be 

incorporated as healthcare certainly is not like any other domain. In reality, just a handful of 

real eHealth standards do exist. But there are definitely standardization areas within eHealth 

(messaging, imaging, etc.) with a high potential for fruitful and close collaboration with 

other areas. It doesnôt waste time, but saves it. 

Awareness Raising and Community Building 

As the project has to address all stakeholders in virtually any activity, it needed to make 

itself heard. The consortium needed to make the identified stakeholders aware of existing 

standards and ongoing standardization work. Among others, the project bases its current 

activities on, e.g., the Berlin eHealth Week Declaration [8] on strengthening European 

SMEs in the healthcare domain in order to get the political power, and on the current 

discussions and negotiations for an EU eHealth Directive. The project aims at defining and 

completely describing use cases and scenarios including all relevant standards that are 

living scenarios supporting many stakeholders. Direct liaisons with many leading SDOs 

exist, established either by the project members who are directly involved, by members of 

partner projects inside and outside the Europe INNOVA, and standardization partners from 

other organizations and associations. An International Conference on eHealth in 

Regensburg, Germany, in the premises of BioHealth partner URMC in December 2007 has 

invited the leaders of ISO TC 215, CEN TC 251, HL7, WHO, IMIA, EFMI, and other 

organizations that are involved in creating standards, norms, technical specifications, 

technical reports, guidelines, and relevant materials [9]. Last but not least, the European 

eHealth Week in Slovenia provided a podium for discussing current status and future 

challenges in eHealth and beyond. 

New Technologies and Their Relevance for Advanced Standardization 

Complex areas like eHealth need to be modeled in order to achieve comprehensive results. 

Applying technical standards in eHealth is another challenging task. The US NIST 

standard, e.g., describes the use of RFID technology in a healthcare environment [10]. 

Different application fields are identified. ñAsset managementò in healthcare includes the 
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management of samples, tissues, devices, tools, beds, chairs, operation tables, and much 

more. All of these items need to have an ID. ñTrackingò addresses healthcare-related topics 

like the location of objects, quality control, and certain aspects of validity of tissues, 

samples, etc. ñAuthenticityò is very important not only for RFID-tagged items but for all 

principals in healthcare. Examples are, e.g., the source of the RFID tag and the respective 

ID (a person, a device, or an application). ñMatchingò in this respect is a safety category 

and covers the aspects of identifying the right person (patient, health professional) for the 

right sample, tissue, surgery, medication, treatment, and other activities. A ñProcess 

controlò needs to be performed in order to explicitly know the current status of tools, drugs, 

and medication as well as their availability whereas the application field ñAccess controlò 

covers the application of privileges and access rights to information, samples, tools, rooms, 

beds, devices, results, etc. In this respect, doctors, nurses, patients, social care workers, and 

relatives have different access rights that can be controlled using RFID tags. So many 

different domains -applying RFID technology- work together forming a supply chain. 

Discussion of Results 

Concluding this approach, ñSupply chain managementò gives an indication how sensors 

and RFID can help identifying almost all items in healthcare processes and procedures 

(patients, health professionals, visitors, supportive personnel, tools, samples, tissues, 

devices, and many other items. The workflow of a blood bank might be a good example to 

illustrate the complexity of IdM in healthcare as it includes blood giver, health professional, 

healthcare establishments (red cross, hospital), proper transportation services to and from 

the blood bank as well as blood receiver and responsible health professional(s) in the 

receiving healthcare establishment. BioHealth wants to use this scenario for applying all 

relevant standards to the workflow [4]. 

But the addressed security level can only be guaranteed in case the responsible parties 

(systems and application administrator, chief information officer, IT security officer, data 

protection and privacy ombudsperson, professional user, privateers, etc.) are aware of all 

threats and risks linked to advanced ICT means, and are thus keen on applying the 

respective countermeasures. In other words, they need to be aware of the security problems; 

they need to develop a certain level of confidence, and they start accepting the related 

security, safety, and privacy measures affecting the system, the application, the device, the 

infrastructure, and the whole area of their specific working and living environment [1]. 

Standards play an important role in this respect. 

Conclusion and Strategies  

Creating awareness, confidence, and accptance of sustainable standards in Europe and 

beyond requires a comprehensive roadmap of activities. According to BioHealthôs work 

plan, the project covers less than 40% of this approach as the project lasts 24 months 

whereas the roadmap itself contains steps covering 60 months. Liaisions with leading SDOs 

require sustainability not only of addressed standards but especially of liaising 

organizations. EU projects do typically not fulfill this requirement. All partners interesting 

in promoting advanced security standards in eHealth and beyond thus need to go for a 

different strategy ï e.g. an institution or a long-lasting project. All identified partners are 

working on that currently as they have common aims and goals. 

Acknowledgement 

The authors are in debt to the European Commission for supporting and funding the 

ñBioHealthò project as well as other partners and organizations (including ISO, CEN, 



 

 

33 

ITW2008 13th International ITA Workshop  |  Krak·w 4th ð 6th June, 2008  |  Conference Proceedings 

ISO/IEC JTC1, ICAO, EFMI, CEN/ISSS, and HL7) for permanent support and 

cooperation. 

References 
[1] Blobel B: Analysis, Design and Implementation of Secure and Interoperable Distributed Health 

Information Systems. Series ñStudies in Health Technology and Informaticsò Vol. 89. IOS Press, 

Amsterdam 2002. 

[2] International Alliance of Patients' Organizations (IAPO), http://www.patientsorganizations.org (last 

accessed November 9
th
, 2007) 

[3] Blobel B, Pharow P (Eds.): Advanced Health Telematics and Telemedicine. The Magdeburg Expert 

Summit Textbook, pp. 21-28. Series ñStudies in Health Technology and Informaticsò Vol. 96. IOS Press, 

Amsterdam 2003 

[4] EU Project ñBioHealthò. http://www.gsf.de/imei/biohealth (last accessed November 15th, 2007) 

[5] PBS - NOVA Online: Survivor M.D. - Hippocratic Oath ï Classical Version. 

http://www.pbs.org/wgbh/nova/doctors/oath_classical.html (last accessed November 17
th
, 2007) 

[6] PBS - NOVA Online: Survivor M.D. - Hippocratic Oath ï Modern Version. 

http://www.pbs.org/wgbh/nova/doctors/oath_modern.html (last accessed November 17
th
, 2007) 

[7] ISO/ITU Standards Family 27000 ñInformation Security Management System (ISMS)ò 

[8] Berlin eHealth Week Conference Declaration (19/04/2007) - Better health care in Europe - Renewed 

commitment for co-operation on cross-border electronic health services. 

http://ec.europa.eu/information_society/activities/health/policy_action_plan/ehealth_conf/index_en.htm 

(last accessed November 17
th
, 2007) 

[9] ñeHealth: Combining Health Telematics, Telemedicine, Biomedical Engineering and Bioinformatics to 
the Edgeò. International Conference Regensburg 2007. Expert Summit Book and Proceedings Volumes, 

IOS Press Amsterdam, 2008. 

[10] NIST Special Publication 800-98 Guidelines for Securing Radio Frequency Identification (RFID) 

Systems Recommendations of the National Institute of Standards and Technology, 2007. 

 

http://www.patientsorganizations.org/
http://www.gsf.de/imei/biohealth
http://www.pbs.org/wgbh/nova/doctors/oath_classical.html
http://www.pbs.org/wgbh/nova/doctors/oath_modern.html
http://ec.europa.eu/information_society/activities/health/policy_action_plan/ehealth_conf/index_en.htm


 

 

34 

ITW2008 13th International ITA Workshop  |  Krak·w 4th ð 6th June, 2008  |  Conference Proceedings 

 



 

 

35 

ITW2008 13th International ITA Workshop  |  Krak·w 4th ð 6th June, 2008  |  Conference Proceedings 

HRM Practices  



 

 

36 

ITW2008 13th International ITA Workshop  |  Krak·w 4th ð 6th June, 2008  |  Conference Proceedings 

 



 

 

37 

ITW2008 13th International ITA Workshop  |  Krak·w 4th ð 6th June, 2008  |  Conference Proceedings 

Performance Management for 

Teleworking: the Role of Workflow 

Management Systems 

óI canôt see what youôre doing ï but I know youôre doing well!ô 

 

Diana LIMBURG
1
, Paul J. JACKSON

2
 

1
Oxford Brookes University, Wheatley Campus, Wheatley, Oxford, OX33 1HX, UK 

Tel: +44 1865 485939, Email: dlimburg@brookes.ac.uk 
2
Chartered Institute of Public Finance and Accounting, No 1 Croydon, 12-16 Addiscombe 

Road, Croydon, CR0 0XT, UK 

Tel: +44 1608 811081, Email: paul.jackson@ipf.co.uk  

Abstract: This paper looks into Performance Management (PM) for teleworking and 

how Workflow Management Systems (WfMSs) can support this. We first discuss the 

importance of PM for teleworking, and go on to explain Workflow Management 

Systems and how these support PM. An example case study is presented, where a 

WfMS supports both Performance Management and teleworking. We find that it is 

essential that teleworkersô performance is managed explicitly to achieve any 

projected organisational performance improvements of teleworking. A first 

contribution of WfMSs is that they support the implementation of any required 

process enhancements, both for PM and teleworking. Digitising workflows means 

that tasks, as well as any necessary data and documents, can be accessed from any 

location. WfMSs also support the monitoring of, and feedback on teleworkersô 

performance by providing the required data. This data can also be used for strategic 

level evaluation of organisational performance targets. In conclusion, we find that 

WfMSs have particularly useful capabilities, not just for supporting remote 

operational performance management, but for supporting a vertically integrated 

Performance Management approach, independent of employeesô locations.  

1. Introduction  

This paper seeks to show the role Workflow Management Systems (WfMSs) have in 

supporting Performance Management for teleworking. In telework research, as well as 

practice, there is a long-standing debate on the most appropriate approaches to managing 

teleworkers. Traditional, supervision-based methods are generally considered to be 

inappropriate, because of the distance between manager and worker. Methods that 

overcome this organisational dispersion are, for example, output-based systems, coaching, 

autonomy (also labelled óself-controlô) and peer control (see for example [1], [2]). 

Performance management (PM) could be another potentially useful approach, because it 

doesnôt rely on direct supervision, and provides instruments for goal-setting, monitoring 

and feedback. Performance management (PM) refers to the assessment of progress (at 

different organisational levels) toward achieving predetermined goals, as well as 

communication and action in response to actual progress [3]. PM has featured in some 

studies on telework (e.g. [4], [5]), mostly looking at performance improvements gained 

from telework however, and less so the management of the performance of teleworkers. 

More importantly, what is missing from literature is an acknowledgement that the projected 
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performance improvements will only be achievable if management actively strives to 

accomplish these ï in other words; if performance is managed with the anticipated 

improvements amongst the targets. 

Information Technology (IT) is also considered to be instrumental in dealing with the 

distance between manager and teleworkers. Dimitrova, however, found no evidence for 

more use of technology for control when organisations introduced teleworking [6]. Despite 

this, a specific type of IT, Workflow Management Systems, has been found to be especially 

useful in remote management independent of the actual management approach [7]. This 

makes it an interesting technology to consider for supporting PM for teleworking. Figure 1 

below provides a graphical overview of the relationships between the three concepts that 

we study in this paper.    

 

 

 

We will start this paper with a brief outline of our perspective on teleworking, followed by 

an introduction of key features of performance management, and an analysis of the 

potential contribution of PM to teleworking. We will then go on to explain the óessenceô 

and main capabilities of Workflow Management Systems and how such systems can 

support teleworking. Finally, we will bring these lines of enquiry together, to investigate 

how WfMSs support PM for teleworking. Throughout the paper, we will use secondary 

data and anecdotal material for illustration. In the final section will present a UK local 

government case study, to demonstrate the links between Workflow Management Systems, 

Performance Management and teleworking.  

2 An introduction to telework and performance management 

2.1 Telework 

With the inception of so-called office automation systems in the 1970s, the recognition 

grew that new Information Systems would open up the possibility for ódistance workô (see 

[8]) ï with workers operating remotely from their supervisors, team members and even 

customers. Since then there has been an ongoing debate on the essence and importance of 

remote work. Under such names as ótelecommutingô (e.g. [9]), óteleworkô (the more 

European term), óe-workô and virtual teams and organisations, this phenomenon has been 

Figure 1: Relationships between the concepts of Performance Management, Teleworking and 

Workflow Management Systems 
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subjected to substantial attention for some time. The most relevant types of remote work are 

currently those listed in table 1.  

Table 1: Different types of remote working 

Type of work Description 

Homework Worker works in private home, using ICT to connect to the 

organisation; usually combined with working in office (examples: 

clerical workers, consultants) 

Mobile work Worker uses mobile technology (laptop, mobile phone, wireless 

network) to be able to connect to the organisation from any location, 

either when travelling or when at clientôs location (examples: sales 

representatives, technical service people). Office is visited less 

frequently. 

Call centre Call centre employees can work from any location; they can be 

physically separated from the organisation in their entirety 

(potentially off-shore, where call centres are moved to low-wage 

countries), and/or individual call centre employees can be home-

based or based in (rural) telework offices.  

Virtual Teams Temporary teams (for example in software development) of experts 

from several locations are brought together to realise a pre-defined 

outcome that requires a set of expertises that is difficult to find in 

one location. Team members may never actually meet in the course 

of the project. 

 

2.2 Performance management 

Performance management (PM) refers to the assessment of progress, at different 

organisational levels, toward achieving predetermined goals, as well as communication and 

action in response to actual progress [3]. PM looks at performance from a variety of angles, 

the most common being: 

 The effectiveness of any activity: whether wider goals are being achieved. In the 

context of teleworking, this raises questions around contribution of telework 

implementation to organisational goals, such as improved customer flexibility and 

employee retention. 

 Matters of economy: whether value for money is being delivered from the inputs 

used. For teleworking, economy can for example be reflected in improvement of the 

use of human resources (less time wasted travelling or chasing documents) and 

buildings (desk sharing, touch down desks). 

 Issues of efficiency: have resources been used productively to create quality outputs. 

Several studies have shown that teleworking can improve overall outputs, accuracy 

and service quality.  

These aspects of performance are illustrated with figure 2, linking it to a process approach 

to work. 
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It is essential to realise that processes in organisations are in themselves collections of sub-

processes feeding into each other. In other words, one processôs outputs may well be 

another processôs inputs. Also, processes share resources and the overall outcomes reflect 

emergent properties of the collective (system), not a simple adding up of outputs of 

individual processes. 

2.3 Performance Management in a strategic perspective 

It is essential to recognise that PM is not merely a tool for operational management. On the 

contrary, it is, at its best, an overall, integrative approach, linking operational activities to 

strategic outcomes.  

At a strategic management level PM involves: 

 Business goal setting (includes using historic data to analyse previous performance, 

forecasting, sensitivity analysis, scenarios, etc.) 

 Determination of Key Performance Indicators (KPIs) for the business goals 

 Goal evaluation, using KPIs (possibly in the form of ódashboardsô, that can show 
actual performance on KPIs in real time). 

At the tactical management level PM involves the translation of business goals and KPIs 

into resources such as money, technology and people (e.g. number, skills, training), 

structures and business processes. Deviations from targets can lead to changes in each of 

these, i.e. retraining of personnel, rethinking budgets or changes in business processes. 

For operational management PM involves: determination of individual output 

requirements, task distribution, monitoring, control, coordination, etc. All of this is done 

using KPIs and Business goals as guidelines to produce more detailed performance 

indicators, and monitor contributions to the KPIs. 

At an operational level, i.e. for employees and teams, PM is reflected in individual and 

team output requirements. These will often be given by a manager, but more autonomous 

workers and teams could base their own targets directly on the KPIs, without an operational 

managerôs directions.  

2.4 Balanced Score Card 

A key tool in performance management is the well-known óBalanced Score Cardô [10]. This 

is used not just in measuring performance, but it extends to being a strategic planning and 

management tool. Traditionally, the balanced score card (BSC) looks at performance from 

four perspectives, with KPIs being linked to each perspective: 

Figure 2 A generic performance framework 
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Financial  Perspective: this measures contributions to the bottom-line performance; KPIs 

could include such measure as: Cash flow, ROI, Financial Result, Return on capital 

employed and Return on equity.  

Customer perspective: this looks at the value proposition to the customer (e.g. quality) and 

resulting  outcomes (e.g. market share); possible KPIs could be: Delivery Performance to 

Customer - by Date or by Quantity, Customer satisfaction rate, and Customer retention.  

Internal Business Processes perspective; this focuses on the processes for creation and 

delivery of the customer value proposition; suggested KPIs for this perspective are: Number 

of Activities, Opportunity Success Rate, Accident Ratios, and Defect Rates. 

Learning & Growth perspective: this perspective looks at the intangible assets in the 

organisation, mainly internal skills and capabilities; related KPIs could include: Investment 

Rate, Illness rate, Internal Promotions %, Employee Turnover, and Gender/Racial Ratios. 

In our analysis, we will use these perspectives to enhance our understanding of 

contributions of WfMSs to supporting PM in a teleworking context. 

3. Telework and performance management 

There are two main connections between telework and PM, though not many authors seem 

to be making a clear distinction between them. Firstly, and most obviously, there are 

numerous studies that show contributions of teleworking to improved organisational 

performance (óbenefits of telework implementationô). Below we will look at some examples 

of this for each of the BSC perspectives.  

But there are also contributions of PM as a management tool to support the success of 

teleworking itself. In other words, as a tool it helps telework managers and teleworking, 

which in turn also helps to improve performance. Both perspectives are shown in figure 3. 
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3.1 PM of teleworkers 

Over the years, management and control have been at the heart of studies into the success 

and failure of telework. This is not surprising, since control is also a key area of 

organisational studies in general, and the traditional control by direct supervision is 

complicated if workers and managers are physically separated. Traditional methods, such as 

those used in behaviour control systems, tend to lose their effectiveness when the distance 

between manager and worker is increased. Managers respond to these changes by either 

resisting telework or adapting their control methods [11]. This adaptation can go two ways: 

either there will be more worker autonomy, or managers will introduce more formal, 

explicit and stringent supervisory procedures to cope with the physical absence of their 

employees (see [6]).  

Performance management appears to be a particularly interesting approach for managing 

teleworkers, as it is not in itself concerned with direct supervision, and relies strongly on 

the use of output targets (based on KPIs and Business Goals). Watad and Will ([4]: 466) 

found a clear split in managersô evaluation of performance management for teleworkers, 

with some perceiving it as easy, while others see it as a difficult issue. These authors think 

this reflects both the relative high percentage of fairly autonomous teleworkers (who will be 

expected to manager their own performance), as well as the fact that teleworking 

organisations are more likely to implement explicit performance management policies to 

support the managers.  

Kowalski and Swanson [12] consider the use of a óresults-based performance management 

systemô a critical component of a culture based on trust, which in turn is essential for a 

healthy teleworking arrangement. This is an interesting perspective on PM for teleworking, 

linking it to ósofterô benefits of PM, on top of PMôs more direct connections with 

performance improvement and control. 

3.2 Telework contributions to improved Business Performance 

In this section, we will give a brief overview of potential contributions of teleworking to 

business performance, as found in literature. We are using the four perspectives from the 

Balanced Score Card to structure this.  

3.2.1 Financial Perspective 

It can sometimes be difficult to prove a direct link between telework implementation and 

bottom-line improvements, as telework is usually part of wider changes. Contributions to 

profit can firstly come from cost savings, most importantly on office space and 

workstations. A SUSTEL case study, for example, found savings of Ã5,000-

Ã18,000/annum, see [13]). Also, employee turnover can be decreased (e.g. by offering 

flexible work opportunities to new parents), meaning lower search and training costs. 

Secondly, outputs can be increased by higher employee performance, less wastage (higher 

quality of work, less re-work) and enhanced flexibility. Individual performance 

improvements are among the most reported benefits from teleworking; BT for example, 

reports a 15-31% productivity improvement for home-based workers. Kurland and Baileyôs 

[11] review of telework research provides a good overview of studies finding performance 

improvements. 

3.2.2 Customer Perspective 

Key contributions from teleworking to the customer-related KPIs are linked to enhanced 

flexibility and output quality. At IBM Netherlands (see [14]), a key motivator for 

introducing formal telework arrangements was to increase the time employees spent with 

customers, rather than in the office or on the road. As such, teleworking was part-and-
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parcel of a wider strategy of enhancing flexibility. Kurland and Baileyôs review finds that 

teleworkers are better able to relate to customers and other stakeholders, which in turn leads 

to higher job and business performance [11]. Dispersing employees allows an organisation 

a ólocal presenceô for customers that is difficult to achieve with a centrally based 

organisation. 

3.2.3 Internal business processes perspective 

This perspective is often pivotal in achieving many of the customer related performance 

indicators: teleworking and its related technologies allow organisations to work ósmarterô. 

This is nicely captured in Friedman et al [15], who discuss how experimenting with the way 

work is done (including introducing teleworking) allows managers and employees to 

achieve a better work-like balance, and, in doing this, to improve organisational 

performance as well as employee motivation. However, in some cases teleworking is seen 

to complicate internal communication and collaboration (see for example [11]), which 

could have a negative effect on the internal processes.  

3.2.4 Learning and Growth perspective 

The learning and growth KPIs are very closely linked to key teleworking advantages: 

increased employee retention, especially for women with young children; higher employee 

satisfaction (due to better work/life balance and less commuting); and less sickness 

absence, because teleworkers can shift and/or limit workdays more easily to accommodate 

their health and care situation. Such advantages have been found in several telework studies 

(e.g. [14], [13], etc). Telework may introduce difficulties, however, in achieving synergy 

and knowledge management, because of less informal communication and potential lack of 

availability of colleagues for problem solving. On the other hand, introducing supporting 

technologies in an organisation with an existing dispersed workforce, may actually enhance 

knowledge sharing and learning: creating a óvirtual teamô, rather then a set of distant 

individuals. Although much can be achieved using telecommunication technologies, many 

will argue that there remains a strong role for face-to-face communication. 

3.2.5 Other perspectives 

Some types of performance improvement are difficult to classify in the BSC perspectives. 

Environmental considerations (less commuting) have often been at the heart of 

(government-driven) telework initiatives, but actual improvements seem to be rather under-

reported. A study from AT&T [16] is an exception, as this reports in detail about the 

reduced carbon footprint due to telework implementation. Other reported or suggested 

ósocietalô benefits include employment opportunities in rural areas, as well as employment 

opportunities for less-abled people and young parents. 

3.3 Integrated perspective on PM for teleworking 

The case for telework as instrumental in achieving important performance improvement 

seems to be very strong, despite some potential disadvantages. Using PM as a tool to 

manage teleworkers is equally alluring. However, the key in actually achieving such 

benefits lies in actively managing the employees and the organisation to achieve the 

envisaged performance improvements. These improvements will not happen by simply 

implementing teleworking and just hoping for the benefits to emerge. An integrated PM 

approach is needed to actually realise performance improvements through telework 

implementation, including expressing the projected benefits in KPIs and business goals. We 

will return to this point after having introduced a technology that we consider to be an 

important instrument in supporting this kind of PM: Workflow Management Systems. 
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4. Workflow management systems 

4.1 Information Systems in work processes 

We consider Information Systems (IS) to be sets of interrelated components (including 

technology, people, processes and procedures), óexisting to serve, help or support people 

taking action in the real worldô ([17]: 10). IS are closely linked to the management and 

control of work processes. For example, underlying ITs enable collection and storage of 

data about inputs, (work) processes and outputs (see figure 1). This allows managers to 

supervise and monitor these processes and the people involved, as well as support decisions 

about short and long term corrections when appropriate. Moreover, data can be aggregated, 

collated and analysed for management information. Ongoing data collection and storage 

creates a lot of objectified and quantifiable information that makes control at a remove in 

time possible [18]. It is essential at this point to realise that none of these capabilities 

inherently lead to certain behaviours, though they can both limit and enhance the range of 

potential actions. 

 

While they traditionally focus on collecting and analysing data, IT is increasingly also used 

to support communication. With reference to Figure 4, this communication involves aspects 

such as informing employees about targets and constraints (input), providing them with 

access to information for executing their tasks (process), reporting progress and output to 

colleagues and managers (output), and delivering/receiving feedback and management 

information. In the next section, we will look more closely at the capabilities of a specific 

type of IS, namely Workflow Management Systems (WfMSs). Generally categorised as 

óOffice Automation Systemsô [19], WfMSs have a wide practical application, but are not 

well-researched.  

4.2 Information systems for Performance Management 

Several software houses have created specific software to support (high level) performance 

management, coining it Business Performance Management (BPM), Enterprise 

Performance Management (EPM) or Corporate Performance Management (CPO). These 

systems are intended to support mostly the strategic and tactic levels of PM, providing 

support to decision makers in formulating performance enhancing strategies as well as in 

monitoring actual performance. This allows for better, faster feedback, by providing real 

time analysis of business data in the perspective of KPIs, so problems can be identified and 

corrective actions can be taken before they become too large 

4.3 Workflow Management Systems  

Workflow Management Systems are not usually linked to Performance Management, but 

we will argue that they have many capabilities that make them very useful for PM. WfMSs 

support the definition, execution, registration and control of business processes [20]. A 

WfMS takes care of delivering the right piece of work to the right resource at the right time 
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Figure 4 Information System as an organisational control mechanism (Chaffey 2003:40) 
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[21]. Through the WfMS, users can often access other types of information technology, 

such as databases, document management systems and transaction systems. Alternatively, 

workflow functionality can be embedded in other applications, such as Customer 

Relationship Management systems (CRM) and Enterprise Resource Planning systems 

(ERP). Together, these types of systems are often labelled óBusiness Process Management 

Systemsô, as they share the capacity to enact and manage operational business process (see 

[22]). 

Because a WfMS records all of its actions, it provides both historical data, as well as real-

time information about the status quo of business processes. This is not limited to 

intraorganisational workflows, as there is growing interest in supporting 

interorganisational, e-Business workflows as well [23]. 

People employ different meanings when they talk about the WfMS, which can be captured 

in three dimensions: (1) workflow ósoftware toolsô, which operate as part of a broader (2) 

workflow ósystemô (or technical architecture), to improve the way (3) óbusiness processesô 

(or workflows) are organised and managed. See also Van der Aalst and Van Hee [24] for a 

discussion on the important links between Workflow management and Workflow 

technology. Workflow tools enable rules related to business processes to be written into 

work systems, thus representing the rules or ólogicó of the process. Such tools also allow for 

greater automation, both of work itself and the transmission of work elements. Grinter [25] 

captures the workflow functionality in three basic steps: 

1 Categorisation: Reduce the work to be done to a basic form by breaking up work into 

elements such as activities, documents, and user roles.  

2 Formalisation: Define formal relations between the components of work (business 

rules). 

3 Automation: Use formalism to automate some aspects of the work entirely. 

Steps 1 and 2 above are concerned with the modelling of business processes, for which 

several modelling languages have been developed. Kettinger et al found 25 business 

process modelling methodologies, 72 techniques and 102 tools [26]. The modelling process 

is usually combined with some business process redesign, aimed at optimising process 

flows and coordination, as well as creating more options for automation.  

Because WfMS involve the formalisation of business processes, they are mostly associated 

with simple, well-structured routine work, such as claim processing (see [27]). However, as 

Grinter for example shows, they can also be very useful in less structured settings, such as 

software development [25]. Different types of Workflow systems have been developed for 

different contexts, each achieving a different balance between flexibility (being able to deal 

with new, unpredictable situations) and supporting standard processes [28].  

4.4 Supporting performance management with WfMSs 

The potential contributions of WfMSs to PM have a similar óduality of purposeô as we 

showed for teleworking. Firstly, WfMSs can support the process of performance 

management. Figure 5, below, shows the main linkages between PM and WfMSs from this 

perspective. And secondly, as we will elaborate a little later on, WfMSs can in themselves 

lead to improved organisational performance. 
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4.4.1 WfMSs contributions to Managing Performance 

Figure 5 shows how all management levels and operations receive data from the WfMS to 

inform their work and decisions. The downward arrows represent tactical and operational 

managers manipulating the WfMS, for example to support changes in business processes, 

or to input individual performance targets. WfMSs are used to implement tactical decisions 

on the best way to achieve the corporate goals and KPIs, and also to collect data on the 

actual performance (especially on the processes). This performance data appears in 

different ways and at different levels. At an operational level, management uses it in the 

óclassicô way to monitor individual outputs as well as resource use and process performance 

(e.g. the time it takes to respond to a customer request). This information is used 

continuously to provide feedback on an employeeôs performance as well as guidance on 

how to improve it. Tactical management receives data and information that can be used to 

analyse process performance in terms of efficiency, effectiveness and economy. The KPIs 

and business goals will be used to evaluate overall performance. This could lead to a re-

design of the business processes, which will also mean changes to the WfMS. At the 

strategic level, finally, the information based on the data from the WfMSs informs the 

evaluation of KPIs and Business Goals. This could partly be done in real-time, typically 

creating so-called dashboards (Business Intelligence), allowing for fast manoeuvring in 

response to Performance issues. More typically, this will involve periodic performance 

reviews. It may also inform predictions of future performance (scenarios and simulations), 

and the setting of new goals and KPIs.  

Clearly, not all relevant performance and operational data will be produced by the WfMS, 

(e.g. sales data, financial data, etc). However, it is the key system for information on the 

contribution of the business processes to business performance. It also provides operational 

access to many of these data sources. 
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Workflow tools can ensure that each item of work gets to the right person, while they also 

allow monitoring and tracking to check that this has indeed taken place. Also, by using 

workflow systems, processes necessarily become much more transparent, generating real-

time management information, as well as historical data. At a tactical and operational level, 

this allows for monitoring the progress of particular items, the performance of given 

processes, work groups and individuals, and enables intervention where needed. When a 

user logs on to a WfMS, the system (and therefore others using the system, such as 

managers and colleagues) will óknowô who the users are, for which tasks they are 

qualified/authorised, and which work groups they are currently assigned to. Additionally, 

the system will provide a ówork listô. For example, for a órequisitionô, it will illustrate the 

subject of the requisition, when it was sent and when authorisation is due. By clicking on 

the subject, the details of the requisition can be viewed. The work list is called up by the 

user, and provides details of jobs to be done, as well as where a given job is in the process. 

WfMSs can support performance management in organisations without regard to the actual 

location of the workers and managers. This is partly achieved by the process redesign 

underlying its implementation, for example by digitising document management. This 

means that not only employees receive task instructions from the system; they will also 

have access to any related documents. While WfMSs have been specifically developed to 

support workflow in telework (see [29], [30]) and in virtual enterprises and cross-

organisational workflows (see for example [31]), such applications of WfMS seem to be 

rare. Ortner and Stary suggest that, compared to an óordinary WfMSô, a system for 

teleworking has to deal with a higher complexity of workflow management and an 

increased need for flexibility and coordination [30]. Studies into WfMSs supporting remote 

collaboration, however, generally focus on technical design solutions to overcome 

traditional WfMSsô difficulty with non-sequential tasks (e.g. [32]). Based on the above, the 

location of a worker should be inconsequential for a WfMS in the first place, provided they 

have been well designed and implemented. 

4.4.1 WfMSs contributions to improved Business Performance 

On top of their contribution to the execution of Performance Management, WfMSs can also 

contribute to achieving performance improvements directly. Such improvements follow to a 

large extent from the business process redesign that is possible because of the application of 

workflow management technology. Benefits can cover each of the BSC perspectives, from 

major financial returns (e.g. ROI), to enhanced customer service (e.g. shorter response 

times), improved internal processes (obviously at the heart of WfMS benefits) and also 

learning and growth (for example when repetitive tasks get automated, leading to more 

rewarding work for managers and employees). Outside of the BSC perspectives, a key 

advantage of WfMS application lies in an enhanced ability for organisations to prove 

(process) compliance to external stakeholders. 

Additionally, as Reijers et al. [28] point out, WfMSs in themselves deliver the following 

benefits: 

 Less coordination effort: the system will do some (or most) of the (routine) 

coordination that previously had to be done by people. 

 Higher quality: users of the system will always receive at least the minimum 

amount of work needed to deliver the required level of quality. 

 Higher efficiency: the users will receive at most the work that is required to deliver 

an acceptable result. 
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 Higher maintainability: the business control flows will be taken away from the 

traditional applications (e.g. ERP) and moved to the WfMS. This makes it easier to 

adjust the business processes, and their related IS support. 

Considering their close link with business processes, it makes sense to return to our figure 2 

for a review of potential contributions of WfMSs to performance improvements.  

In terms of economy, WfMSs provide insights into the use of resources, potentially not just 

to managers, but also to workers. This can lead to a more economical use of resources, 

especially if KPIs to this effect have been formulated. Less time will be wasted waiting for 

tasks and necessary inputs. Potentially, it will also be easier to share resources across 

business processes, which could be more economical.  

As Reijers et al [28] suggest above; efficiency can be improved by maximising the use of 

human resources. Also, the transparency of the work processes to both managers and 

employees, provide strong tools to monitor processes, and provide feedback where needed. 

This can be expected to improve the day-to-day process efficiency. In the longer term the 

data on processes can be used to analyse efficiency. This can lead to suggested process 

improvements, which can then again be implemented in the WfMSs to achieve the 

increased efficiency. 

Effectiveness can be enhanced by a variety of means. With the routine coordination being 

done by the WfMSs, there is less room for error in work distribution. Quality of outputs is 

helped by, as Reijers et al [28] state, the fact that users receive at least the minimum amount 

of work needed to deliver the required level of quality. A worker can, for example, get an 

overview of all tasks and data relating to a single customer or claim. This also relates to 

performance targets such as delivering a response to a customer within a certain time 

period. 

5. Workflow Management Systems supporting PM for telework 
In this final section, we will bring together the thinking about WfMSs, PM and teleworking, 

in order to gain a clearer understanding of how these are linked and support each other. We 

will first present and analyse a case study that shows these linkages. Finally, we will 

discuss some implications for telework implementation, WfMS development and PM 

practice.  

5.1 A Case Example: Supporting neighbourhood teams in a local 
government organisation 

This case study describes the implementation of a WfMS in the Revenue and Benefits 

department of a large UK local government organisation. This organisation serves over 

150,000 citizens, and has more than 60,000 residential properties and almost 3,000 business 

premises. The organisation presents a óclassicô workflow situation, with highly structured, 

predictable and repetitive processes. The Revenue and Benefits department offers two main 

services: the receipt and processing of council tax bills and payments, and the provision of 

housing and other benefits to council residents. These two services are closely linked at a 

management level. To enhance customer service, efforts are made to also achieve this at an 

operational level.  

Data on this case study was gathered in 2003 and 2004. During the implementation of the 

WfMS, one of the authors was involved in quality assurance, learning support and ótoolkitô 

development for the project. This took place within a central government funded initiative 

intended óto facilitate the development of enterprise workflow in a local authority contextô. 

Information for this case study was collected: 
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 By participant observation during the implementation period (which started April 

2003 and ran for 12 months),  

 In interviews with the project manager and one of the Benefits managers, in which 

specific attention was paid to the experiences with home working 

 Using data from an internal telework evaluation study, which involved 8 

participants (all using the WfMS). The study included quantitative performance data 

and sickness absence rates, and feedback from teleworkers, office workers and 

managers. 

The WfMS was introduced in response to an audit that showed that the department failed to 

meet performance targets, and was not working as efficiently as it could. The new WfMS 

was to have two main roles: to automatically distribute incoming tasks to employees in 

batches, where previously managers would manually distribute the work; and to route a 

random sample of all processed claims to the appropriate supervisors for a quality check. 

By automating these flows of work, the average claim processing time went down from 84 

days in 2002-03 to 43 days in 2003-04. Additionally, managers can now focus on quality 

control and process improvements, because their role in the initiation of the workflows has 

been automated. 

The WfMS has also allowed the department to form neighbourhood teams. The system 

automatically distributes the work based on postcodes. This contributed further to faster 

processing and higher output quality. Incoming documents were batched up during the day, 

and then scanned and indexed off-site (an outsourced process), and then automatically 

returned. Each employee is supposed to be able to perform all tasks within the service. 

Tasks involve such things as checking whether clients have filled in forms correctly, 

whether all evidence and documentation has been provided, cross-checking with other 

claims, initiating action to correct the claim if needed, and making a decision on the claim. 

Following this, the WfMS will automatically generate the appropriate letters.  

The organisation already has a policy of providing flexible ways of working, including 

home working. The WfMS was seen as a contribution to the sort of IT infrastructure needed 

for the introduction of home working in this department. The key advantage of the WfMS 

for teleworking is that it ensures that the workflow is instant and two-way, no matter where 

the employee is. Managers can monitor progress, and an audit trail is always available in 

the system to identify who has been working on a claim. As and when necessary, additional 

work can be directed to or taken from the homeworker. Between May 2003 and October 

2004 a pilot study was conducted, with very positive outcomes. It showed that the home 

working trial substantially reduced sick leave, provided employees with a better work/life 

balance and helped retain experienced staff; four out of seven employees showed an 

average improved performance in excess of 30%, with one employee even averaging an 

84% performance increase when working at home.  

5.2 Analysis of the case study 

The first strong impression from the case study is how both the WfMS implementation and 

the telework pilot have led to strong performance improvements. Basically, the WfMS has 

been implemented in response to a performance review, based on very explicit performance 

targets (that werenôt met originally). In a (local) government context, such targets are often 

forced upon an organisation, rather then being the result of strategic positioning. However, 

the organisation can still choose to respond strategically to such given targets, as has been 

the case for this organisation. The WfMS has supported major improvements from the 

Customer perspective of the BSC by achieving a huge reduction in the time it takes to 

process a claim. At a tactical level, management was convinced of the potential benefits of 
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process improvements, which have been supported and realised by the implementation of 

the WfMS. These improvements also included a rethinking of organisational structures by 

forming neighbourhood teams (with the aim of enhancing relationships with the community 

being served, another Customer benefit) as well as the outsourcing of the scanning and 

indexing of incoming documents. The WfMS supports the management of teleworkers by 

distributing the work and forwarding a sample of the work to the managers for additional 

quality checks. Because there are no physical in/out boxes, this can now easily be done 

remotely.  

The WfMS enables continuous monitoring of outputs to ensure targets are met and no 

backlogs develop. Each employee is set a target of a number of weighted claim units per 

day. These targets are agreed and discussed between the team manager and the individual at 

quarterly óperformance review and developmentô meetings. If targets are not met, the 

information from the WfMS is used to help identify whether this is due to a skills problem. 

If higher standards are achieved, the employee has the option of advancing to the next 

grade. Here the WfMS is seen to contribute to the Learning and Growth perspective from 

the BSC, as it supports the development of an appropriate skills-base as well as 

opportunities for internal promotions. Managers can run reports to see which work items 

are not processed by the target date, in order to identify areas and individuals that need 

specific attention, before a substantial backlog is created.  

The team supervisors check a percentage of all processed claims, to see whether they have 

been handled correctly. The WfMS has enabled managers to target specific high-risk areas, 

for example where there have been changes in legislation or where inexperienced staff are 

employed. This benefits the overall quality of the output. Individuals can also be shown 

their performance in comparison to other workers.  

The information from the WfMS was also used to measure performance differences 

between homeworkers and those who worked in the office, in order to provide objective 

comparative evidence. Because of the WfMS, output monitoring is now independent of the 

location of the employees, which is very helpful for managing the remote workers. 

Employees had their reservations about two aspects of the WfMS: the fact that it óforcedô 

work to them, and that the supervisors were watching more closely the amount of work 

done. Management defended the second aspect by stressing that this was done to identify 

skillsô weaknesses, in order to be able to correct those with training, rather than to push the 

performance level up. That the automation of the workflows by the WfMS allowed home 

working is considered a very positive effect. 

5.2 Conclusion 

The case study demonstrates how WfMS supports PM for teleworking. It might give the 

false impression that WfMSs are mainly useful for supporting PM for very structured work 

processes. However, it has been demonstrated that WfMSs in themselves are not restricting 

management styles to classic performance control approaches, as they have capabilities that 

could support a wide range of management styles (see [7]). Performance Management 

should also not be seen as an óextreme formô of performance control. It helps to provide a 

strong context for managing teleworkers, but does not prescribe the actual mechanisms for 

control. With PM in place, teleworkers and their managers are provided with a framework 

for target setting, monitoring and evaluation. The WfMS helps to implement this 

framework and supports the processes of monitoring, evaluation and improvement. All of 

this means that teleworkersô efforts are more likely to contribute to overall business targets, 

which may include those that are directly linked to telework benefits. 
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PM is thus a useful framework for managing telework, provided it is not just seen as a tool 

for operational management, but as an integrated approach. We feel that this is often badly 

understood in telework literature, which either discusses performance improvements, or 

managing teleworkers, without explicitly linking both. Workflow management systems are 

very strong tools for achieving major performance improvements, but also for 

implementing and supporting PM. Such systems are hence very useful in teleworking, as 

they will provide both managers and teleworkers with insights in progress and performance, 

independent of their locations. The full benefit of WfMSs for PM and teleworking will only 

be achieved, however, if management understands their strong capabilities beyond mere 

simple process automation and performance control.  
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Abstract: The aim of this study is to find out suitable spatial requirements for 

creative work. In this paper the authors focus on ñcontentsò of communications so 

that valuable communication for creative workers should be evaluated on the basis of 

quality rather than quantity. However the studies focusing on the quality of 

communication have not been insufficient. At first, the authors classified the 

information that was acquired during conversation in the office and the observation 

was carried out using the actual office environment and people. Then we organized 

the relation between communication contents and environmental condition when 

people talk in the office. The features of creative office were discussed with the 

analysis of the case study. 

1. Introduction  

In recent years office workers are often expected to produce ñcreative workò in order to 

come up with innovative ideas and new knowledge. Because of the substance of the job is 

unpredictable as well as the fact that there are many unknown factors, we need to improve 

the way sophisticated and complex ñKnowledge societyò functions Therefore, it is 

increasingly that the people work as a team and combine jobs. It is generally said that 

creative workers need to communicate with colleagues actively so the way to produce 

innovative knowledge using various special experiences and techniques is becoming more 

important. However, opportunities for face-to-face communication and sharing information 

in rooms are decreasing. Because Information and Communication Technology (ICT) 

enables people to work location out side of the office space such as in airports, trains, caf®s; 

in any urban as long as they have mobile phones and PCs. Therefore, a key requirement for 

the physical office is ñworkplace for groupsò in order to maximize the knowledge 

productivity of a company. Effective face-to-face conversations between workers in 

physical environments are becoming more important in this tele-work age. It is necessary to 

make communication active and smooth in a limited amount of time while people are in the 

same space.  

This study discusses what constitutes an ideal space to support the workerôs good 

communicate in the office through a case study that involves the actual office environment 

and people. In order to find out the suitable environments for the communication we have 

grasped the situations of conversation that occurred in office.  
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The authors define the communication that produce an effect or value as good 

communication. Communication has been evaluated by questionnaires and observation 

about communication quantity that is the number of the times conversation occurred [1-4]. 

Nevertheless very few studies have focused on communication contents even though 

workers are not expected to have a great deal of communication. Companies still expect 

effective communication.  

2. Study flow 

It is shown the flow of this study in Fig.1. At first, the authors classified face-to-face 

communication into five indexes by main topics in Table.1. Then we analysed the relation 

between the five indexes and eight factors that express the situation of the communication. 

Moreover we organised the situation when people communicate in the office. 

 Contents of communication (Table.1) 

5 contents exchanged in communication 

Factors of communication (Table.3) 

8 factors that are important communication 

 

 

1  2 

3  Characteristic situations are suitable for the each kind of the communication 

How is the good space for communication 
 

Figure. 1. Flow of this study 

Table 1 indicates five communication topics that occurred in the office and traded the new 

effect or value. The authors classified the main topics of communication into five categories 

(knowledge / information, experience / know-how, idea, motivation, answer/ new direction 

/ agreement). 

Table. 1. Five topics that result from communication exchanges 

Index Topic 

1. Knowledge / Information Insights, intuitions and thoughts that based on substantive understandings 

2. Experience / Know-how Skills, techniques that it is difficult to express. 

3. Idea Conception, thought, imagination 

4. Motivation Feelings that people want to achieve something. Incentive for action. 

5. Answer/ New direction / Agreement To make decisions, to draw a conclusion. 

3. Observation of the actual office situation 

3.1.1 Outline of case study 

People in two of all five sections were selected as subjects in this company. Group A had 

29 workers and Group B had 21 workers and their job was to make people comfortable to 

work in order to increase the efficiency on the company. These fifty workers worked in the 

same room.  

The case study was carried out for 8 hours a day during two days (29th and 30th of Nov. 

2006). It was continued for eight hours a day from 900 a.m. 17 00 p.m. A field 

observation, video and interval shooting, and questionnaire were carried out.  

3.1.2 Office environment that took as object of this study 

It is shown in Fig.2 that we carry out this research. The area of this office space is 881[m
2
]. 

This office space is composed 1) personal desks and chairs, 2) a meeting space, 3) a 
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smoking room. We divided object room for this case study into four zones; 1) A personal-

work zone where a person works at a personal space on his/her own desk and chair. Every 

desk and chair is laid out in island style in the all sections. 2) An avenue zone that was the 

widest aisle where it was often busy with workers in this floor and from other floors. There 

are copy machine and stationeries to share on this zone. 3) A meeting zone had four 

meeting spaces and five closed meeting rooms. 4) An amenity zone had vending machines, 

hot water service rooms and notice boards in the entrance. Bath rooms were at the opposite 

side of this room. People can see the inside of smoking room which was placed near the 

doors because the wall was made of glass. 

 

  

Figure. 2. The case study office 

3.1.3 Survey method 

The authors have recorded all conversations and taken pictures of the scene that took place 

in this office during the experiment. Video recording and interval shooting were carried out 

in order to compensate the field research. When a communication was finished, all 

participants handed in the questionnaires. The people wrote the answers about four indexes 

that the observer canôt expect on the questionnaires. The four indexes are as follows. 1) 

Trigger that people started the conversation, 2) the main topics, 3) type of the information 

that was shared during the conversation and 4) information that was obtained and given 

during communication. 

3.1.4 Way to count communications 

The authors created the data sheets and defined ñcommunication IDsò and ñcommunication 

scenesò as units to count the number of times communication occurred in the office. It is 

described in the image of ñcommunication IDsò and ñcommunication scenesò in Fig.3. 

-  Communication IDs  

The number of conversations was divided by topics of the conversation. For example, both 

short conversations at the personal work zone and long meetings at the group work zone 

were counted as one communication ID, because both have one topic for each. 

-  Communication situations 

The number of conversations was separated when either a tool, place or a person was 

changed. For example, if people start a conversation using PC monitor to share the digital 

information and then they replace the PC monitor with projector about same topics and with 

same member, this communication is counted up to two communication scenes due to the 

change of tools and one communication ID because of the same topic through this 

conversation. 
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Situation  A  Situation  B 

O ther p erson joins    

situation A  

Situation c hanges 

into situation B  

ID  
 

Figure.3.Define of a communication situation and a communication ID 

3.1.5 Analysis method  

The observation data in table.1.that has been gathered are summarized in order to analyze 

communication and environment. 

Table. 2. Observation sheet 

In order to grasp the situations we analysed the data we have gotten by the field observation 

and questioners. There are 2 kinds of data that are contained in the eight factors 1-8 in 

Table.3. The five factors 1-5 in Table.3 that observers witnessed in field observation were 

contained in the first data. The three factors 6-8 in Table.3 that examinees wrote down in 

questionnaires were contained in another data.  

Table. 3. Eight factors that are important for communication 

factors contents 

1. Time Time that people keep talking in a conversation. 

2. Member Same section/ Other section/ Other floor/ Same section and Other floor 

3. Total of members How many people participate in the communication 

4. Place Where people talk in the office 

5. Position The attitude adopted when talking 

6. Trigger The reason that the communication start 

7. Category of information What kind of information for the worker 

8. Direction of Information Which he/she exchange the information in the conversation 
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Figure.4 Examples of position when people communicate in office 

4. Analysis and results 

4.1 Information that are exchanged between workers 

This pie chart in Fig.5 indicates the ratios of five topics that people exchanged between 

workers in the office. As the diagram indicates, it is clear that ñKnowledge / Informationò 

were exchanged through the communication in the office with highest frequency and 

ñAnswer, New direction or Agreementò came next. Unfortunately we realise that the other 

three factors, ñExperience / Know-howò, ñIdeaò and ñMotivationò, that were expected as 

important factors were fewer than 10%.  

 

Figure.5. Frequency of information exchange in communication   

4.2 Definition and the way to calculate �³ratios of frequency�  ́

In order to find out the features of the situation when people communicate in the office, the 

authors compared frequency using the formula in Fig. 6. To be concrete, if this ñratios of 

frequencyò were around 1, it means the index has little features. The larger the values, the 

higher the frequency. The smaller the data, the lower the frequency. In this study, we set the 

border and considered the indexes that are more than 1.5 and less than 0.5 to be remarkable. 


