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Abstract: The purpose of this paper is to high-light proldenegarding user actability and security
implementations — what are the important mechantbiaisaffect actability in usage situations? Aliggmh
between actability and strategic 1S-planning aralisty issues is of the essence. However, seriaps i
alignment have been identified concerning strat&yiplanning as well as in development or impleratoh
of security controls, and selection and use of sgcstandards. The analysis of the alignment gayosv that
there is a need to bring in the users view on lassimequirements in IS, or rather what they nedstto
allowed to do - to be able to work efficiently.

1. Introduction

New and innovative software tools that improvedperations of an organization regarding speed,
quality and ability for collaboration internally agll as with external partners are needed by any
organization and generally sought for. The go#&b ind appropriate and organizationally approved
software tools (IS) that increase actability to lgetter usability and efficiency. Many organizagon
today do not allow the IS users to work the waytiveuld like to, which hinder the individuals’
efficiency as well as impairs the organization$icggncy and collaboration ability to externalsdik
partners and customers

Limiting the users’ actability leads to impairedabsity and efficiency. A few well-known
problems regarding this matter are further desdribehe discussion section of this paper.
Alignment is about achieving synergy between sgggterganization, processes, technology and
people in order to sustain the quality of interdetmnce and thus achieve competitive

advantage [1]. Aligning business strategy withtiategy is problematic for organizations and is a
key concern of senior management. However, alighmery be a moderating variable between IS
use and organizational performance [2].

We have in practice observed that there is oftgapain the alignment betweagtability and:
= strategic planning of information systems (IS)
= security controls
= security standards

If the gap in the alignment is too big, we haveeasted that users will try to increase their actahbil
by finding ways to bridge or circumvent the limdgifactors. This may lead to undesigned systéms;
that are informal, have no specification, may netdnthorized and operate through informal and
undefined interactions between individuals and g@s3y3], or ICT-infrastructures not compliant to
the decided security controls - creating negatalees for an organization from an information
security perspective. This problem is also disatligsé4, 5].

Lindstrom and Lundkvist discusses in [4] that thare more IT- and information security controls
in large organizations than in small and mediunedienterprises (SME:s). This hinders the usage



of Collaboration Working Environment (CWE) tools &h SMEs work together with large
organizations. This leads to decreased actab#itso brought up in that paper is that employees
that are used to be able to use CWE-tools like 8kypICQ at home, expect to be able to use
something similar at work and will start to find ygato use CWE-tools at work even though not
allowed. This paper will continue to build on thenlk in [4] but from the perspective of alignment
between actability to strategic planning of I1S,us#g controls and security standards.

2. Actability, strategic planning of I Sand infor mation security

Agerfalk in [6] statesthat in order to design for usage quality we mustena proper
understanding of security aspects and the busiitssaction structure as well as both internal and
external actors and their professional language. U$®ere is a ‘requirements gap’ or at least
mismatch between business modeling and systemingidéirgued further is thatthe main
concept of this dissertation, information systeitabitity, can be used as an ‘intellectual tool’ in
bridging the requirements gap”.

Dhillon in [5] discusses challenges and principfesianaging information security. The challenges
are classified in four categories:
1. Establishing good management practices in a gebmally dispersed environment and yet
being able to control organizational operations
2. Establishing security policies and procedures tmdtquately reflect the organizational
context and new business processes
3. Establishing correct structures of responsibility
4. Establishing appropriate information technologyadtsr recovery plans
The principles are of three classes:
1. Managing the pragmatic aspects of an organization
2. Managing the formal rule based aspects of an azgton
3. Managing the technical systems

Dhillon discusses managing information security siades principles that should cover most areas
discussed in the challenges, whereas we in thisrgdipcuss an actability alignment problem when
managing information security. Dhillon mentionstteacurity should guarantee “useful activities”
in principle class 3.

Kankanhalli et al in [7] discusses that organizaibecome increasingly dependent on IS for
strategic advantage and operations, the issue s#d@rity also becomes increasingly important. In
the interconnected electronic business environmwitaiday, security concerns are paramount.
Further, small and medium-sized enterprises waraddo engage in fewer deterrent efforts
compared to larger organizations and organizatigtisstronger top management support were
found to engage in more preventive efforts tharapizations with weaker support from higher
management. Stated is also that financial organizatvere found to undertake more deterrent
efforts and have stiffer deterrent severity thagaoizations in other sectors. Moreover, greater
deterrent efforts and preventive measures weradftwfead to enhanced IS security effectiveness.

The work in [7] indicates that users in larger aigations have smaller actability compared to
smaller organizations. The empirical study in [i¢ws that SME:s were found to engage in fewer
deterrent efforts than larger organizations, tganizations with strong support from top
management engage in more preventive efforts th@setwith weaker support, and that financial
organizations have a higher level of security. @meks security effectiveness was achieved when
undertaking more deterrent efforts and stiffer dete severity. This paper discusses where gaps in
the alignment between actability to strategic plagmf IS and security controls may arise - and

one contributing factor may be the size of the pizgtion as indicated in [7]

Kolkowska et al in [8] have in their literature rew looked at the conflicts between usability and
information security. The paper discusses amongyrntangs that administrators are struggling to
maintain adequate security and at the same tinyehiénee to consider users’ (and business)
requirements of accessibility, privacy and usapilurther, the paper discusses also that solutions



to problems with configuration and administratidrsecurity products are for instance to consider
usability in the design and choice of security nagdms. Suggested is to consider users perception
in planning and implementations of access con8eturity mechanisms incompatible with these
perceptions may be circumvented by users and themsdlermine system security overall. The

work in [8] had the perspective of usability antbimation security, whereas this paper discusses
the alignment between actability, strategic plagrohlS and information security on a higher level.

Tettero et al. in [9] means that the security regjaents are based on the overall security view of
the organization, as set out of policies. Also adjis that the requirements must be defined by the
users or the management in such a way that théefiborganization. Both approaches are based on
the expectation that the actors and clients kndthalrequirements related to security. This
requires education of the actors to express th&iggcequirements.

This paper considers that there are more factarereider than in [9] affecting actability in IS.
This paper also means that it is important to ustdedd how security related factors may affect the
actability when using IS.

As a reaction from business process modelling tegaly where shortcomings concern security
requirements, Zuccato in [10] argues for a holisécurity requirements engineering process using
three different sources:

1. Risk analysis and the security management standard

2. Functional/non functional requirements

3. A holistic set of security requirements.
Zuccato means that combining different sourcesséis,rbusiness processes, stakeholders and
environmental demands get a holistic set of secteijuirements. We agree with Zuccato that
today there are shortcomings regarding securityireapents.

3. Methodology

The research presented in this paper is mainlyeqgnal and based on existing security and IT-
alignment literature. However, a few focused distuss with practitioners have verified the
identification of a knowledge gap concerning adigbin both security and alignment research of
today.

The literature review revealed that areas suclrategic planning of information systems, security
controls, and security standards are chiefly cavexbrvith characteristics of the areas as such, and
less concerned with the relationship between teasamwhich would be the alignment between the
areas from an actability point of view.

In order to verify the literature review we alsd dterviews with four (4) project managers and
four (4) end-users that have great experiencedaritg implementations in large organizations. The
interviews were semi-structured in so that thermints could give input regarding IT-security
architectures implementations. Specifically, tHelimants was able to provide data for what kind
of tools different implementations have used, Wirad of needs end-user required, how they were
using tools for working together and performancevofk tasks as well.

The approach of combining conceptual review withisgtructured interviews increased the
validity of our research concerning alignment dfedent security areas. In so doing we aligned our
research methodology to the concept of theoretaladity and interpretative validity [11].
Theoretical validity refers to the explanation toé phenomenon studied, and not only a description
of the facts or an interpretation of the underlyiganing. This type of validity is concerned with
the theories or concepts used to explain the mgarmihaction are explicitly related to studied
phenomenon. Most important is that the chosen is®coan be presumed to reveal a true picture of
the contextual conditions that is subject of inguinterpretative validity is meaning oriented
concept and accounts for the abstractions thahEayed by informants rather than theoretical
abstractions. By combining these two concepts bditsawe were able to create meaning of the
phenomenon under study, i.e. actability.



4. Alignment

Alignment is seen to assist a company by positmpttie IT strategy in a closer relation to the
business strategy. The outcome of this relationishipproved IT effectiveness and higher
profitability [12, 13, 14, 15, 16, 17]. Three treferies have been defined in alignment researeh: th
return on IT-investment, the way that IT can previtirection and flexibility to react on new
opportunities, and the social dimension of infolioraglignment.

The research on investments in IT explores alignmiarthe economic perspective. Both positive
and negative effects are identified of the valuatienship between IT and the business. For
example, Hitt and Brynjolfson in [18] did not firzdpositive link between the amount of money
spent on IT and profitability of the firms. Als@dhnology is typically treated as a cost centre or
viewed as an expense rather than an enabler ofdassvalue [19]. The issue of whether IT brings
any value to the business is seen as a mattetunhren-investments. Markus and Soh in [20]
argues that IT-assets is something that not nedgssaprove organizational performance but if
structural factors such as firms size and inforamaintensity is taken into account, then the
spending in IT may improve performance. Other negean the value that IT brings to the business
has specified that IT increases productivity anst@mer value [21, 22]. Clearly, when
organizations stress the importance of managingpmes relationships and how they internally
correspond to its environment, the IT value maghiganced by finding the right fit between
external positioning and internal arrangements.[Rapp in [24] suggests that this can be achieved
by setting managerial focus on the relationshipvben IT and core competences and IT scope.

The second trajectory is concerned with developmgpetitive advantages and flexibility to react
on new opportunities. Research in this group engpéogtrategic management perspective in which
alignment is explored from the perception thatlibsiness and IT should contain statements that
visualizes how IT is linked to the business. Thizome of strategic alignment is excellence in firm
performance [15, 16, 25]. Blili and Raymond in [2Gitline a formalized approach for IT alignment
in SME:s, in which threats and opportunities antcal success factors are supposed to guide
managers in their attempts of making strategicrmss use of information technology. Often these
perspectives are explored via a resource basedofihve firm. This is an approach to evaluate the
firm’s resources as a base for its strategy, abdesyuently alignment is viewed as a means to
allocate valuable IT resources. In detail, resaiigelude technical, human, and intangible factors
[27, 28, 29, 30]. Technical recourses are i.e.ldeas and IT-infrastructure. Human resources are
i.e. skills of IS professionals. Intangible res@sare i.e. the partnership between IT and business
units.

In addition, there are work in IT alignment thdfelis from the above mentioned discourses. Some
work build on the underlying social assumption thatre are shared norms and harmony of interest
between parties that influence the relationshigckwheads to, for example, trust issues that is not
conveyed by the strategic management and the ed¢ompanmspective. Research in this group show
an alternative view of alignment by extending theus beyond strategic planning and transaction
costs to include issues, such as, knowledge shanmong groups of humans [31]. Reich and
Benbasat in [32] also emphasize the social dimengianformation alignment as they study factors
for alignment between business and informationneldgy objectives. Examples of these factors
are: work experience among IT managers, and educktvel. Konsynski and Tiwana in [33]
emphasize the need for new perspectives on ITrakigh and argue for a move from alignment to
aligning, meaning that an inter-firm relationstspan ongoing process and not a discrete event
where managers’ mechanistically use classical nstid strategy formulation. While such new
ideas, or rather focus of interest, are emergirmgsearch of IT alignment it is still biased by the
strategic management focus and the intra-organizaitfocus.

We have developed a model used to discuss thengdighment between actability to strategic
planning of IS, security controls and security deds, bearing in mind the alignment theories and
looking at the alignment from an IT- and informatigecurity perspective.
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Figure 1: Alignment gaps between user actability, strategic | S-planning, security
controls and security standardsfrom an infor mation security perspective

4.1 Actability, usability and efficiency

Actability has been defined by Goldkuhl and Rég#in[34] as &n information system’s ability to
perform actions, and to permit, promote and faaiitthe performance of actions by users, both
through the system and based on information frasttstem, in some business context. The
‘degree’ of actability possessed by a certain |8lvgays related to the particular business context.
Goldkuhl and Agerfalk in [35] adds thafHe business context includes actors’ pre-knowleage
skills relating both to the IS and the businesk tasbe performed. Therefore, IS actabilgyot a
static property of an IS, but depends on the social structures surroundir@@lease note that the
issue is not whether usability should be considgatl of actability, and actability an extension of
usability, or vice versa. The issue is to makermédion systems more actable and thus more
usable.”

The theory of information systems actability inagda distinction between three type of IS usage
situations;nteractive usage situatiofwhere users performs actions interactively togettith and
through the system, like in a sales man’s dialogitie a customer using an IS sales tool),
Automatic usage situatiorfghere the system performs actions by itself basegredefined rules),
andConsequential usage situatiofvghere users performs actions based on the infoam&bm

the system).

According to Goldkuhl and Rdstlinger [34] a compiged systemi$ an action system. It is both
an instrument for performance of action and a supfmml for humans to perform their actions.
Information systems should be actablalso Agerfalk in [36] sees actability as an impont
information system quality “metric” — a conceptttigaes beyond usability. Cronholm et al. in [37]
present actability as a concept that builds onilisato take the social context of human-computer
interaction into account.

One definition ofusabilitythat is closer to the user actability perspedtvibat of ISO 9241-11
[38]: “the extent to which a product can be used by spdaisers to achieve specified goals with
effectiveness, efficiency and satisfaction in aiigel context of useThis definition includes
context of use. A deeper comparison between theegs of actability and usability is made by
Levén in [39], Cronholm, Agerfalk and Goldkuhl 7], Goldkuhl and Agerfalk in [35Rgerfalk

in [40], and Agerfalk, Karlsson and Hjalmarsson in [41]

Thus, usability promotes an important perspectivenieeds to be extended and reinterpreted in
order to put more emphasis on the business comtextich the interaction is taking place.
Information systems should be usable not only éndibntext of interaction but also in the context of
business action (for all actors involved). In ortiedesign for usage quality and actability we must



have a proper understanding of both security asaat the business; its action structure as well as
both internal and external actors and their prodess language use.

Adler and Winograd in [42] means that the importaregardingfficiencyis how well a system
supports higher level cognitive processes includiggsocial interaction within an organization.
Efficiency from an actability terminology primarily comprised of the actors’ and orgatizas’
ability to create values by conducting actions hwitiin and outside the organization.

4.2 Strategic planning of IS

Strategic planning of ISan be defined as by Ward and Griffiths in [43¢likhe planning for long-
term management and optimal impact of informationall its forms, information systems (I1S) and
information technology (IT), incorporating manualdacomputer systems, computer technology and
telecommunications. It also includes organizaticagbects of the management of IS/IT throughout
the business."

Information technology has long been advocateceta britical resource and as such understood as
an enabling technology for organizations to accashgbusiness objectives at the micro level [44].

When considering the processes and informationsnieeahn organization it is essential to have an
understanding of the organization's current stne¢ttelationship and the people it is composed of.
These organizational dynamics form an importantinp the planning process. It is necessary to
understand the environment and its skills, res@)neaues, culture and social interactions, as well
as the management style and its relationship w#hekternal environment. These aspects become
increasingly important when the magnitude and gdaihange have implications for all aspects of
the business [45]. If considered, these aspectsmapve the actability.

Constantine in [46] means thahé richest information and most advanced functiione of
limited value if it is not useful and easily usdthim the context in which it is needed’he users’
situation needs to be factored in during the gifatelanning of IS as otherwise an organization
may get advanced IS that is not supporting thestigean optimal way (i.e. increasing their
actability) or just have very limited usefulness.

Other research shows that there is alignment pmableetween more entities in the model described
in figure 1. Doherty and Fulford discuss in [47&tlthe alignment between strategic planning of IS
and security policies (i.e security controls) ieafmissing, whereas if addressing the alignment it
could give six benefits raising the security levalrther nothing is mentioned about actabilitylia t
model they introduce.

Sipponen discusses in [48] that there are problertie alignment between strategic planning of IS
and security standards in the aspect of actiorareBavhere information on how the objectives of
security standards are attempted to be met in crgigons where they are applied. The four security
standards analyzed do not state what is needertiegatrategy and alignment and are only
baselines.

4.3 Security controls

One definition of IT- and informatiosecurity controlss that of [49] where the controls are divided
into three different parts: administrative, tectahigogical) and physical, which combined should
work in a synergistic manner to protect an orgaiong assets against risks. Reducing or
mitigating risk is part of the risk management gsxof any organization, where the intention is to
mitigate the risks an organization faces usinged#it perspectives as business impact, cost/benefit
customer or partner confidence etc.

Hone and Eloff discuss in [50] that the alignmesitween security policies (i.e. security controls)
and security standards is good since security atdsgrovide a starting point for determining what
the information security policy should consistidbwever, the security standards are not
comprehensive in their coverage and tend to ratidress the processes needed for successfully



implementing the information security policy. Alstated is that the information security policy
must fit with the organization’s culture and mustrefore be developed with this in mind.

The combination of security controls used in araaigation should be based on risk management,
and senior management needs to decide a levetofitsewhere the risk mitigation is acceptable
since it is not possible for most organizationssiduce or handle all risks. Handling all risksas t
costly and time consuming to do, especially in aasyic environment affected by both internal and
external changes. Straub and Welke in [51] deseripenning model for management decisions to
cope with system risks, which could be used by mrgdions to help select an efficient combination
of security controls to manage and reduce systeks.ri

4.4 Security standards

IT- and informatiorsecurity standardsan be defined as by Wool in [52] thaeturity experts

have long been saying that secure systems, andiaypeecurity standards, need to be designed
through an open process, allowing review by anyoneJnfortunately, even openly designed
standards sometimes result in flawed ... systemmnélards body involves many parties with
conflicting agendas, many of them powerful corpore. Furthermore, a standard is not measured
by excellence or novelty. It should be a workingigiethat is an acceptable compromise between
the interests of all the parties involved. In sharstandards body is hot an environment that
encourages scientific discourse. Finally, even sgpdly open standards bodies sometimes have
onerous requirements that may discourage scierftisits participating”.

Sipponen in [53] means that information securitynagement standards, focus on the existence of
processes and not the content of what it is seguliiormation security management standards like
ISO 17799, GASPP and SSE-CMM which are widely ws@tiadvocated by researchers and
practitioners have a limitation in that they foausensuring that security processes exist while
being unconcerned about how these security proeessebe accomplished in practice.

We have looked at what is stated in some of the owamon standards on the alignment between
actability to strategic planning of IS, securityntmls and security standards. The reason for doing
this is to find out if there is any guidance tooalsclude the aspect of actability in the secunityk.

Many standards and frameworks like NIST, ISO 17#9@l CISSP states that usability should be
considered together with business requirements.edery nothing regarding actability has been
found. This could be explained by the fact thabildgg is attributive in nature while actability is
relational oriented. Security standards are ofteo ased as input to for instance security policies
(security control). Below are some more specifatesnents found in the NIST, ISO 17799 and
CISSP.

NIST

Souppaya et al. in [54] stresses ththe“testing configuration of the IT product shomidtch the
deployment configuration. In some cases, a seccoityrol modification can have a negative
impact on a product’s functionality and usabiliby,on other products or security controls.
Consequently, it is important to perform testinglédermine the impact on system security,
functionality, and usability, and to take appropgaasteps to address any significant isSues

Wack et al. in [55] states about psychological ptagility “...the security mechanisms in place
should present users with sensible options thatgmie them the usability they require on a daily
basis. If users find the security mechanisms toobarsome, they find ways to work around or
compromise therh.

SO 17799

The ISO 17799:2005 [56] standard states that irdition security is the protection of information
from a wide range of threats in order to ensurénass continuity, minimize business risk, and
maximize return on investment and business oppiti¢an



ISO 17799 is a code of practice for informationusiétg management and the structure of ISO
17799 is that it provides a list of security requiients an organization should satisfy if they want
undergo certification. The requirements are groupéedn key controls. The idea behind the key
controls is that an organization should have arfeald approach towards security covering the most
critical areas.

Information security is achieved by implementingugtable set of controls. These controls need to
be reviewed and improved to ensure that the spesafiurity and business objectives of the
organization are met. This should be done in cartjan with other business management
processes.

CISSP
One "practioners industry frameworks” is the CISSPrtified Information Systems Security
Professionals) guidelines of the (IS@rganizatioh In one of the most popular books used to
prepare for the certification exam [49] the follogiwere found:
= An example of security management states that deedien securing an environment is
still to allow the necessary level of functionaldy productivity is not affected.
= The Availability in the CIA-triad (Confidentiality Integrity and Availability) should
“ensure reliability and timely access to data segburces to authorized individuals”.

It could be argued whether the impact from sectipndards on user actability is direct or indirect
A security standard may have direct impact viasdesy security policy, for instance password
policy, or indirect via an organizational secupiylicy.

5. Discussion

Our focus is horizontal rather than vertical, ibe relations are important for actability rathearn

fit between formulas such as strategic plannintpaind security standards. Thus the concept of
alignment is better suited for our purposes thancttncept of usability. There is a body of literatu
concerning actability and one concerning usabhititgonnection with our other key concepts;
strategic planning of IS, security controls andusi¢ standards. The combination of these key
concepts with actability makes it possible foragurther explore alignment gaps.

According to our literature review, IT-Alignmentsgen to assist a company by positioning the IT
strategy in closer relation to the business styaté@ company. The outcome of this relationship is
better IT effectiveness and higher profitabilitp[113, 14, 15, 16, 17] and identifies two trajeisr
in alignment research: The return on IT-investmant the way that IT can provide direction and
flexibility to react on new opportunities.

Our problem discussion on alignment between adtylbihd the different levels of security follows
the IS management trajectory which aims to exgtaiw organizations can act and react on changes
in the environment. In that respect, this papelirmg the importance of, not only, considering the
strategic levels when discussing alignment, bu tdsncorporate technical and matters of
standardization in such discussion.

There is a need to include groups of users witlaaded requirements on user actability during
planning of IS and implementations of security coistand security standards. The users’
requirements on actability, i.e. the business requénts, need to be factored into the process
during the initial requirement gathering, during implementation and testing, as well as after a
period of practical use when having found out laiidns and missing functionalities needed.

Users in larger organizations often have smallehility than users in SME:s. As it seems like
organizations more and more use IS to get a sicatelgantage, the security concerns grow
accordingly. SME:s engage in fewer deterrent edfa@specially when top management is not

! For more information on CISSP and the (I5&ganization, please visit: https://www.isc2.omg/c
bin/index.cgi



explicitly supportive of such efforts [7]. Organiimas with strong support from top management
seem to engage in more preventive efforts tharethath weaker support [7]. One question that
arises is if it is possible to keep the users’laiitg in an organization as the organizationaksiz
grows and the dependency to IS increases, oisitdo hard or costly to do?

Theoretical support for alignment of usability astigic planning of IS and information security is
vast. A proper understanding of the businessciisra and conditions is necessary in strategic IS-
planning and development of security controls daddards. Understanding of the organizational
dynamics, skills, resources, values, culture, $aaieractions, management style and external
environment is important for the planning processey added functionality in IS must be useful
and easily used within the context in which it éeded.

The information security policy must fit in withdélorganization and its culture and both users and
business requirements should be considered whedinteon security controls and standards.
When implementing security controls and standdedsing of their impact is needed to get a good
or at least acceptable result. If possible, udessld be presented with options that give them the
actability they require. Security controls mustriagelemented and security levels must be set so
that the necessary levels of functionality are aegluand productivity is not negatively affected.

We have however in practice identified, both in aesearch and reports from other research
efforts, a number of alignment gaps. Alignment ke strategic planning of IS and security
policies is often missing. Alignment between stgatglanning of IS and security standards is poor
due to the standards not providing guidelines fignenent. Many organizations today do not allow
the IS users to work the way they would like tojekhhinder the individuals efficiency as well as
impairs the organizations’ efficiency and collatiima ability to externals like partner and
customers. Security standards do not provide stigfleviate solutions to this problem since they
mostly focus on security processes rather thanthewprocesses can be realized.

Users might need or would like to use softwaregdloat for security reasons are deemed as not
approved. For instance, the Sarbanes-Oxley Actinexja paper trail of all instant messaging (IM)
traffic for corporations under the supervisiontod United States Securities and Exchange
Commission (US SEC), browser and http protocol lemolk, web mail security, IM-tool flaws,
unsecure voice over IP (VolP), H.323 and sessiiation protocol (SIP) vulnerabilities [4]. These
user needs should not be ruled out before a cheskéen conducted if there are appropriate
security solutions that handle the issues or ifelage other similar software tools without the
security issues that could be used instead. Orgtmis need to get better to exploit possibilites
improve actability and not by default rule out nepportunities by stating that “our security policy
will not allow that”.

Another question is how should small groups withrger need of actability be handled within an
organization? One example is groups with very aatgtasks and that work on an international
basis. Another example may be sales executivessindl or academic researchers that likely have
a much larger need than internal administratoran@ationed earlier, if actability is impaired it is
likely that some users will try to increase theitadility by bridging or circumventing the limiting
factors if they need it to do their work. This magd to undesigned systems or IT infrastructures
non compliant to the decided security controlsadieg to negative value for the organization
looking at it from an information security perspeet From other perspectives like efficiency, the
increased actability from undesigned systems mawelier be considered as beneficial.

Looking at the alignment gaps discussed in figuf®th a rather practical point of view, we can
find examples of gaps in our own working environisdike:
= Actability - strategic planning of IS: The user'sseds or requirements (business
requirements) on IS are not part of the processtitegic planning of IS. Strategic
planning of IS need to look beyond the propertiel] @and acknowledge human action as a
vehicle to sustain compliance with user needs.
= Actability - Security controls: Security policieto not allow the usage of IM-tools like
Skype, ICQ and poorly selected and configured ansy boot protection software etc. that



hangs the personal computer or almost makes wdskdaeuof the ordinary LAN impossible
limiting the users’ work (that depend on an IS-eowment with good actability to be able
to conduct the daily business). Thus security adstneed to take into account user needs
as well as be well developed and implemented irothanization.

= Actability - Security standards: The organizatioirdbrmation security policy states that
the security management should comply with the 899 standard (or the Swedish
adaptation called BITS), rendering the users tokworan environment where actability is
not part of the (important) input to the securitpgesses affecting the users. It could be
explained by the fact that security standards arneeusal concepts without connection to
contextual settings. Security standards are ativéuand therefore easy to use when
guiding policy writings, often used for check-otsensure comprehensiveness of policies,
for example in certification matters.

6. Conclusions

The alignment problem high lighted in this papezdseto be considered by any organization to both
keep their users happy and working efficient, a agemaintain an IS environment that complies to
the organizational security controls and seleceadisty standards. Actability need to be considered
in the strategic planning of IS, development orlengentation of security controls, and selection
and use of security standards. Otherwise, the nollith poor alignment is likely to arise leading

to impaired actability.

If the users need or would like to use softwardsttimat for security reasons are not approved, they
should not be ruled out before it has been invasdiif there are appropriate security solutioas th
handle the issues or if there are other similamsok tools without the security issues that cdugdd
used instead. Organizations need to get betteqioie possibilities to improve actability and not

by default rule out new opportunities by statingtttour security policy will not allow that”.

It seems that there is a need to bring in the Usens on business requirements in IS, or i.e. what
they need to be able to do to work efficiently, amthe security related work in organizations when
users’ actability is affected. As this is a probjeme need to get better at implementing security an
security processes in practice [53] as otherwisargg will be something that frustrates users and
makes them find ways around the security contegls [

7. Future work

How to avoid frustrated users, impaired produgtigind deficiencies in efficiency by investigating
the gap in alignment between actability, strat@gmning of IS, security controls and security
standards is an interesting area for further rebe@f interest is also if and how different
situations, contexts and user groups could be tasddcrease the alignment gaps at design and
development of new IS, change of existing IS, anglémentations of security controls in an
existing IS/IT environment.

Avision et al in [57] have created a model to meastlignment, and it would be interesting to use
if adapted to measure alignment regarding actgbilit
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